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Basics of executing a
penetration test
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 Reconnaissance and footprinting
e Scanning and enumeration
o System exploitation
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Reconnaisance and
footprinting
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e Collect and uncover information
 Know your target

e Plan and prepare your attack

- - ; -
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* Internet footprinting

e Organizational footprinting

* \Whois footprinting @,
 DNS footprinting

* Network footprinting

* \Website footprinting
 E-mall footprinting

* Google hacking
 Vulnerability identification

0% 0
®
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Open Source Intelligence

SIS CRRERVAT . ﬂCERT.LVA

sReconnaissance information derived
from publicly available sources
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Reconnaissance types

e Passive
— No Interaction with the target

e Active
— Interaction with target directly or indirectly




WA /L . CERT.LV

_— —_— L} ¥ L} L} L} L} L} L} L} I —_— L I L} L} I L} _—— _— | ] | | ] | ]

Passive - Internet search

« Company URLSs

Web Images Mews Maore = Search tools
About 25,700,000 results (0,39 seconds)
CERN - the European Organization for Nuclear Research s g
www_cern.ch/ - Cached =
Feb 22 2013 — European Laboratory for Particle Physics . Includes an introduction of the 2
laboratory, information on experiments being conducted, publication ... U
Score: 26 / 30 - 42 Google reviews } o g o
: B,
«) Route de Meyrin 385 1217 Meyrin, Switzerland CERMN
V' 44122767 64 84 Sakis il
Users' pages - Careers at CERN 22013 Google Map data 2013 Google

CERN - The Large Hadron Collider
CERN

public.web.cern_chfpublic/en/lhc/lhc-en_html - Cached

The Large Hadron Collider (LHC) is a gigantic scientific instrument near ...
Directions
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Passive - Internet search

 Public and restricted websites

European Organization for Nuclear Research |

CERN Single Sign-On

Sign inwith a CERN account, a Federation account or a public service account

Vi EahiE INFORMATION FOR: Sign in with your CERN account
Lon g Shutdown: Excitin g times ahead CERN staff and users Reminder: you have agreed to comply with the CERN computing rules
Journalists
Kids Use credentials
Our neighbours )
Username or Email address Password
INFORMATION ABOUT: “
CERN in 3 nutshell [E] Remember Username or Email Address Need password help ?

Science at CERN

Research at CERN

The Large Hadron Collider (LHC) | Use one-click authentication

People at CERN

Education at CERN Sign in using your current Windows/Kerberos credentials [autologon]

CERN and the environment ﬁ‘ Use your current suthentication token. You need Internet Explerer on CERN Windows or Firefox on SLC
(Firefox help here).

PUBLICATIONS: @ﬂdpm Sign in using your Certificate [autologon]

= Use a EuGridPMA trusted certificate. Don't forget to first map your Certificate to your CERN Account.
CERN Courier
CERN Bulletin

Ower 10,000 high-current =plices between LHC magnets will be opened and Use stmng two factor authentication [ShOW]
consclidated during the first Long Shutdown of the LHC. This image shows

their installation in 2007 (Image: CERN]
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e Company information:
— Company registry databases
— Financial information
— Personnel
— Press releases
— Vacancies, jobs sites
— Procurements

EFENNEEFEEERN
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Passive - Internet search

* People search:

* Pipl.com, Peekyou.com
pipl 2 oy [0 s =

Search by Name, Emall, Usemame or Phone Location (optional)

Advanced Search
Sergey Brin
39 years old

Sergey Brin

San Francisco, CA, US . .
IS 33 Pages @ 12 Locations & 20 Related

NG AR e e

Peek“,“,_ People Search Username Interests Work School City

® Address History [ Free Report [ Vital Records ® Social Profile

= i 100, i i
se rg ey bl’l n Sergey Brin DE_'L'_}E No 33181, Po Box 39000, San Francisco, CA, US, Mountain View. CA
www.spoke.com/info/p1hBUY
@ Company Record - Spoke

] Sergey Brin, Mountain View, CA. US, 39 vears old

1 MatCh fOI‘ sergey Bl‘in E WL Myspace.com/ 298631208

Parsonal Web Space - MySpace

Y Sergey M. Brin 39 yrs, - ybi
Mountain View, CA | Palo Alto, CA | Stanford CA
Google Entrepreneur Google Inc. Director ...




e Social networks:
e Linkedin.com

Linked (3.

Pierre Bonnal
Senior Project Engineer at CERN

Geneva Area, Switzerland | Research

Join LinkedIn and access Pierre Bonnal’s full profile.

As a Linkedln member, you'll join 200 million other
professionals who are sharing connections, ideas, and
opportunities. And it's freel You'l also be able to

+ ‘See who you and Pierre Bonnal know in common Mewniipiohile

+ Get intreduced to Pierre Bonnal
+ Contact Pierre Bonnal directly

Current  Senior Project Engineer at CERN
Senior lecturer at Université de Lausanne [ HEC School of Business
Senior lecturer at Université de Genéve [ HEC School of Business
Past Consultant en management at Bonnal & futurs associés

Professor; Dean of the Business Administration Department at University of
Applied Sciences VWestern Switzerland / Haute cole de gestion de Geneve

Senior lecturer at Conservatoire Mational des Arts et Métiers. Paris / Institut
International de Management
=zeeal -
Education  Institut National Polytechnigue de Toulouse

Universite Paul Cézanne (Aix-Marseille [Il}
Université du Quebec a Trois-Riviéres
seeal -

Connections 342 connections

Websites  cern.chipuresafe
hec.unil.ch/faculty/pbonnal

Linked[}]-

CERT.LV

N - I L} _—— I L} _—— _— | ] I I L I -

Tim Smith
IT Group Leader at CERN

Geneva Area. Switzerland | Research

Join Linkedln and access Tim Smith’s full profile.

As a Linkedln member, you'll join 200 millicn other
professionals who are sharing connections, ideas, and
opportunities. And it's free! You'll also be able to:

s See who you and Tim Smith know in common

View full profile

« Get introduced to Tim Smith
s Contact Tim Smith directly

Current

Past

Education

Connections

Websites

Group Leader, Collaboration and Information Services at CERN
Chair, Harassment Investigation Panel at CERN
Group Leader. User and Document Semvices at CERN
Chair. Equal Opportunities Advisory Panel at CEREN
Section Leader, [T Data Services at CERN

Section Leader, [T Computing Fabric Services at CERN
IT Staff member at CERN

Research Associate at University of Victoria

Fellow, Physics Research at CERN

s8& lgss «

The University of Birmingham

The University of Birmingham

17T connections

Personal Website
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Tweets

Rita Sti
° S OCI al n etWO rkS % HrI:J:f in I‘Lil;ehell will | sort this mess out? Two sleepless weeks here |

come! pic.twitter.com/efiXGf7WLI

® F ace b O O k TWI tte r Hide photo <~ Reply i Delte * Favorite #e* [lore

Tweets

Rita Stiene
Big shift tonight! Migrating corporate test environment from
3 VirtualBox to Hyper-V on Win2k8r2 production environment. Four

beers packed! )

5 Like




e Soclal networks:

M

=l stackoverflow

Log error in velocity on Linux systems

S When instatiating Velocity | get this error (posted just the "caused by"-messages):

1 java.lang.RuntimeException: Velocity could not be initialized!
W caused by: org.apache.velocity.exception.VelocityException: Error initializing log

N - I L} _—— I L} _—— _— | ] I I L I -

Groups -

microsoft.public._dataprotectionmanager »

CERT.LV

Q
i
i
e

hyperv backup error.. "unable to configure protection" =+

12 posts by 2 authors in microsoft. public_dataprotectionmanager

 Forums and groups : =

enterprise)...

Caused by: org.apache.velocity.exception.VelocityException: Failed to initialize a few did work. .

Caused by: java.lang.RuntimeException: Error configuring Log4JLogChute :

Caused by: java.io.FileNotFoundException: velocity.log (Permission denied) The error details are as follows:

< i |

L Search this thread

ronnielebaron

I work for a small radio station. We have about 85 devices on our network, running off a cisco 881 router. For one reason or other, after a couple hours the
past few days, it has been locking up and funneling down my internet connection from 20 mbps to around .5. At first I naturally called and chewed out the
internet guys, but they kept saying everything looked fine on their end. Finally, in a fit of desperation, I rebooted the router, and my connection shot back up
to 20 megs. A few hours later, I got calls saying it had dropped back down again. I rebooted the router, same result. So what I'm wondering is, what's the
next step in troubleshooting this thing? Is it the router itself, or is there something on the network spamming through the internet? I'm fairly new to the
world of business networking and could really use whatever help anyone can offer!

= See more for " [Solved] Cisco 881 router problems™

Add A Reply

| have dpm 2007 sp1 with the latest senice patches and updates (2005 x64

The hyper'y server i1s 2008 datacenter gui.. with the latest updates..

This hyperv server has been rebooted (i had to to even have the vm's show up
in dpm for some reason, as they disappeared, this a separate earlier issue)..

| checked off the backup of “child partitions” for the various WMs_.

| end up with an error.. unable to configure protection on most of them.. a

Affected area: ‘\Backup Using Child Partition Snapshot'WSIntranet01
Occurred since: 3M15/2009 4:13:53 PM
Nescrintinn NPM could not start a recovery, consistency check, or initial

‘Backup Using Child Partition
main_local for following reason:

5SS provider is in a bad state. Either it
a bad state during the current

rror {0xB0042313) (0x50042318))

k that the Event Service and the VS5 semnice
ated with these semvices in the

rverl2 domain.local. Please allow 10

retry the operation.

32612

Al B
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Internet search

Passive -

-
O

formati

lon In

e Locat

Baurdigay -

Baurdigay -

1:6 000 .
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e Google cache

CATLAS

/2 EXPERIMENT

Home | Infe | Multimedia | Blogs | Links Visit ATLAS Contact | Collaboration Site

m Time Magazine Person of the Year Runner-Up; Fabiola Gianotti_

ATLAS and the Higgs

Finding the Higgs boson will change our understand- Amazing, incredible, emo-
ing of the world. ATLAS observed a new particle in tional. These are

This is Google's cache of http/fatlas.ch/. It is a snapshot of the page as it appeared on 21 Feb 2013 07:49:09 GMT. The current page could have changed in the meantime.
Tip: Ta quickly find your search term on this page, press Cirl+F or 8-F (Mac) and use the find bar.

fantastically uncommon
year for ATLAS, cne of the
main experiments at
CERN: marvellous
machine performance,

numerous and interesting

physics resuits, plenty of

interactions with students

and general public, and - last

but not least - a major discovery! More...
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 Internet Archive — wayback machine

LHTRRNET ARCHIVE http://cern.ch [Go Wayback! |

maunﬂn"mﬂﬂnlﬂﬂ hitp:/cern.ch has been crawled 3,931 times going all th

be a duplicate of the last one. It happens abou

r15.19

A cra

hitp:#public.web.cern.ch/Public/ | Go | JuL el SEP

-u—nl_ - |l| L] Jll "m“j-lhm'- b 1.471 captures
' ' ' 31 Jun 00 - 17 Feb 13 R Y o ¥ 1 H“-H-i 2006 [Rrd 2008

JAN FEB MAR
: ¢ B g 4 e English [»| Site Map | Search | Contact Us | Credits
2 3 4 5 6 7 8 6 7 8 g 18 11 92 5 [ 7 ] 9 0
TR m s e T e T s e ; - . Relations with Industry for CERN Users
1 17 18 19 20 2 2 20 21 22 23 24 25 28 19 20 21 22 23 24
2 24 25 26 27 2 29 27 28 29 ] 7 28 29 30 32
3
MAY JUN JuL
2 3 4 5 B 1 2 A
AR I R T P T he world's largest
S O B particle physics laboratory
21 22 23 24 25 26 27 18 (194 26821 22 23 24 16 17 18 19 20
28 29 30 3 25 26 27 28 29 30 23 24 25 25 2F ... where the web was born!
30 3
SR 2 HOU CERN's Flagship Project: the LHC
e W= . ® | HC Milestones: follow the adventure!
CEN G 7 8 39
e SO L ®* New LHC Schedule

22 23 24 * ATLAS: first end-cap in place
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Passive - Internet search

e Google alerts

Monitor the Web for interesting new content

Google Alerts are email updates of the latest relevant Google results (web, news, etc ) based on your
queries.

Enter a search query vou wish to monitor. You will see a preview of the type of results vaou'll receive.
Some handy uses of Google Alerts include:

monitoring a developing news story GOUS[Q

.
* keeping current on a competitor or industry
+ qgetting the latest on a celebrity or event

* leeping tabs on your favorite sports teams

Alerts

Search query: | CERN

Result type: Everything -

How often: Once a day =
How many: Only the best results -
Your email: my@email.me

CREATE ALERT Manage your alerts

41N
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Passive - Whois, domain footprinting

 \WWhois data

cern.ch

Q@ 137138144168 (O Record information last updated 2 seconds ago

§ Domain Buying Options for cern.ch

I'HJDE VWebsite Info | History | DNE Records | Diagnostice

Overview for cern.ch
Updated: 2 seconds ago

@ Registrar Info

Comain Suggestions | | Premium Domains

@ Site Status

Refresh |

whois. This information is subject to an Acceptable Use Policy
See http:/fwww nic.chitermsfaup_html

Domain name:
cern.ch

Holder of domain name:
CERN - European Organisation for Nuclear Research

IP Address 137.138.144 168
Status active

Server Type Microsoft-115/6.0
@ Traffic Info [Mor= Infa
24,926 v3.329

Alexa Trend/Hank One Month €

AN
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Passive — Whois, domain footprinting

* Regional Internet registries (RIRS)

Search results

This iz the RIPE Database search service.

The objects are in RPSL format.

The RIPE Database iz subject to Terms and Conditions.
ort/db-terms-cenditions. pdf

b RIPE

NCC  pipE NETWORK COORDINATION'CENTRE

See hitpofwww ripe.net/dbisu

RIPE Database
inetnum: 137.136.0.0 - 137.138.255.355
NRTM (Mirroring) + Stats « FAQ: RIPE Database - Whois + Tools: « Syncupdates + Webupdates netname : CERN-GPN
descr: CERN- European Organization for Nuclear Research
descr: CERN Campus Network
You are here! Home = Data & Toole = RIPE Database = Query desecr: CH-1211 Geneva 23, Switzerland
COUnNtry: CH
org: CRG-CECf1-RIPE
RIPE Database Query admin-c: JIMI1-RIPE
tech-c: CHNOCS—_RIPE
status: EARLY-REGISTEATICON
Search details: mnt-by: EIPE-NCC-HM-MNT
mnt-by: CERN-MNT
mnt-routes: CERN-MHT
You can specify up to five comma separated terms: 2 mnt-domains: CERN-MNT
mnt-irt: IRT-CERN-CERT
137 138.144 168 source: RIPE #Filtered
By » RIPE Database Terms and Conditions
organisation: CRG-CECf1-RIPE
OTrg-names : CERN - European Organization for Huclear Research
org-type: LIR
address: CERN IT department — C5 group CERN CH-1211 Genewva 23
SWITZERLAND
phone: +41 22 76 74417
fax-no: +41 22 76 TT155
admin-c: DGR6-RIPE
admin-c: EM9228
admin-c: JIMI1-RIPE
mnt-ref: CERN-—MNT
mnt-ref: RIPE-NHCC-HM-MNT
mnt-by: RIFE-NCC-HM-MNT
sZource: RIPE #Filtered




e Domain information
e Robtex.com

cern.ch

related to cern.ch

173

8 73
ext-dns-2.cern.ch

cernmzgwlb2.cemn.

| Lucky | | Search | 'GL".-}_.'HU Custom Search

CERT.LV

Result Summary Records Graph Shared Whois Blacklists Analysis Contact

- MET . T
0.59.10.30 130.59.0.0/16
388 ¥
scsnms.switch.ch o TR
- FTR q A . —
059130 ———— scsnms.switthth ee——o08«—— 2001:620::1 NET 2001:620:432
M3 -
127.128.144.165 up ch
s 137138144183
R
e cemmxgwlb2.cern.ch MET
. = MET .
cern.ch T 137.138.144.169 137.138.0.0/16
_--"'"
Base Record Pref Name IP-number Rewverse Route Autonomous Syste _ MET )
137.138.144.188 | [ 137.138.0.0118 2001:1458:1:2::100:85 2001.1458:./32
® Switzerland AT | CERN-LANT
ext-dns-1.cerm.ch 192.65.187.5 152.65.184.0/21 cEmiE 7\\_@
9 days old Switzerland CERN-BLKZ —— NS
CERN
_ 2001:1458:1:2::100:85 2001:1458::/32 ext-dns-2.cern.ch
ext-dns-2.cern.ch PTR
20 days cld 192.91.245 85 192.91.244.0/23 o
Switzerland CERMN- Eurcpean Laboratory for Perticle Physics
cern.ch

2001:620::/32

2001:820::1




e Domain information
 Netcraft.com

Results for cern.ch

Found 44 sites

Site
i. public.web.cern.ch
Z. cern.ch
3. roct.cern.ch
4. op-webtools.web.cern.ch
5. user.web.cern.ch

Site Report

(0 1 s Y

= Background

Site title
Site rank
Description

Keywords
B Network

Site

Domain

IP address

IPv6 address
Domain registrar

Organisation

Top Level Domain

Hosting country

ROOT | A Data Analysis Framewaork
113128
Not Present

Net Present

http://root.cern.ch
cern.ch
128.142.172.95
Not Present

nic.ch

CERN - European Organisation for Nuclear Research, route de
Meyrin, Genéve 23, CH-1211, Switzerland

Switzerland (.ch)
CH

N - I L} _—— I L} _—— _— | ] I I L I -

Date first seen

Primary language

Last Reboot
Netblock Owner
Nameserver
DNS admin
Reverse DNS

Nameserver
organisation

Hosting company

DNS Security
Extensions

CERT.LV

May 1996
English

unknown BA
CERN LCG network

ext-dns-1.cern.ch

external-dns@cern.ch

Ixroot02.cern.ch

whois.nic.ch

CERN - European Organisation for Nuclear Research

unknown

First seen
november 2001
november 1955
may 1556
january 2010

may 2001

Netblock

cern- eurcpean organization for nuclear research
cern- eurcpean organization for nuclear research
cern lcg network

cern- eurcpean organization for nuclear research

cern- eurcpean organization for nuclear research

os

windows server 2008
windows server 2003
linusx - ubuntu
vindows server 2008

windows server 2008

An :
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e Domain information
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* Google hacking

Operator Example Operator Example

Using OR or | hacking http OR ftp link: link:cert.lv

" "secret document” cache: cache:twitter.com
- preceding word | car -golf related: related:bbc.com

+ preceding word | car +bmw intitle: intitle:"sql error"

- joining words Brute-forcing inurl: inurl:index.php
site: site:cern.ch intext: Intext:password.txt
filetype: filetype:pdf Info: info:microsoft.com
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* Google hacking database

We calk-them ‘Gaonledorie.. lnept or foclsh peaple o fevente GD_ rglﬁ' inur:admin intext:.username= AND email= AND password= OR pass= filetype
fools, you've found the center of the Google Hacking Universe

W

Web Images Maps Shopping Mare Search tools

Category: Bl | Free text se:

L3l Email - Alphaweb1

alphaweb1.net/admin/docs/2005web_business xls

File Format: Microsoft Excel - View as HTML

9, bwade@cameronpierce.com, User ID: bwade, Password: xImnlkmg. 10, www
webZmail.com ... 12, info@manywaters.net, UID:infoTmwm PASS:ManyWatersd ......
39, Username: cgems, user id- artel5 (A-R-T-E-L-5). 40, Password: gems12 ...

L3l Groups for User Accounts - BlackBerry
docs.blackberry.com/._fadmin/_. /BlackBerry_Pushcast Scoftware Us
File Format: Microsoft Excel - View as HTML

1, FIRST NAME, LAST NAME. E-MAIL ADDRESS, USERID, USERNAME, STATUS
PASSWORD, GROUPID, GROUPID, ROLEID, ROLEID, MANAGES ALL ...
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* Vulnerabllity databases

Expﬁ‘ D I I hsog explon
%.
Currently Archiving 21257 Exploits (x
2.9
DATABASE <) == u OO

HOME BLOG GHDB ABOUT REMOTE LOCAL Wi O3 SHELL CODE PAPERS SEARCH SUBMIT

Sponsored by AL - NIsST

y DHS National Cyber Security DMsiﬂnﬂ.l‘S-GERT sy K/ ¢ National Institute of

The Exploit Data " 2y Database

automating vulnerability manage tv measurement, and compliance checking
The Exploit Database (EDB) - an u Vulnerabilities Checklists | 800-53/800- 53A Data Feeds | Statistics
vulnerable software. A great rescHome  EoolUCEEME-T CRETRETER R S E | SCAP Events |About | Contact \Vendor Comments

vulnerability researchers, and securi Mt amdl O
collect exploits from submittals an

them in one, easy to navigate databafiiiUaNI=lss R ER=1
government repository of
standard_s based MWD is the U.S. government repository of standards based vulnerability management data
vulnerability management represented using the Security Content Automation Protocol (SCAP). This data enables
data. Th_iS data enables  sytomation of vulnerability management, security measurement, and compliance. NVD
automation of includes databases of security checklists, security related software flaws,

vulnerability ) misconfigurations, product names, and impact metrics.
managemeant, securl

Prnduct Dictionary Impact Metrics

National Vulnerability Database Version 2.2
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* Active host identification:
— ping sweep, list scan

tnoLnoLnoLn |

[y}

| =
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e Traceroute
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e Banner grabbing

ESMTP MATL Sers




 DNS guerying and zone transfer
— Typical host record types

CERT.LV

Type Description
A Host address record
MX Mail exchanger
CNAME Cannonical host alias
PTR Pointer record
SOA Start of authority
NS Name server
SRV Service locator




%

* Offline browsing :

£ wget

Site. Mew Download Utilities Options Help -

Sitez -

% Sites

Buziness
Computers
Finance
Hurnour
Fids
Software

BOOoOD e

o
=
&
it}

VUROOTIwEWO =
] ‘Welgome | Broweser | Filzs | Wwihat's new | Emors |

Location: C: YWsers\MikehD ocumenta\WebStrlpper\nasa\lnde:-: hitrnl -

CERT.LV
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.\\

recursive \
no-clobber \
page-reguisites \
html-extension \
convert-links \
restrict-file-names=windows \

domains website.org \

--no-parent \

www.website.org/tutorials/html/

and Space Administration + Site Help & Preferences

+ ABOUT NASA + LATEST NEWS + MULTIMEDIA + MISSIONS

+Home

National Aeronautics ‘ ~Text Only Site

Space Station
s SF&CE QTMIIJH MAIN + N&SA Home = Miz=zion Sections » International Space Station > Multimedi
+ EXPEDITIONS
IMAGES

+ BEHIND THE SCENES

T [ e
Jﬁ_al

Image and Video Galler

L + Searchable Gallery

-




* \Website data harvesting

— Documents

— Document metadata
— Picture EXIF data

— E-malil addresses

— robots.txt

Robots.txt file for http://www.microsoft.com

f
-

Jser—-agent: *

Jisallow: /*navV3Index=0$
Jdisallow: / 15
Jdigsallow: /[ 2%
Jisallow: /*navV3iIndex=3%
Jisallow: /*navV3Index=4$
Jisallow: /*mnui=-1§
Jisallow: /*mnui=0$
Jdisallow: /*mnui=18%§

CERT.LV

Origin
Authors Jack the Ripper
Last saved by
Revigion number

m

Version number 1.5

Program name Google docs
Company il Compary
Manager Helge Lund
Cortent created  2012.02.12. 10:21
Date last saved  2013.03.05. 1657
Last prirted
Total editing time

i mndelpatic-ggg Properties lihj

| General | Securty | Detals | Previous Versions
Property Value *
Digital zoom
EXIF wversion 021
GPS
Latitude 52; 21: 26 0320000000066. ..
Longitude 4: 57 49 717000000000553
Altitude L]
File
Mame vondelpank jpg




e Email tracking

Return-path: <wutilities@smiconferences.co.uk>
Envelope-to: bernhards@cert.lv

Delivery-date: Tue, @5 Mar 2813 16:58:58 +8200
Received: from [192.168.165.36] (helo=mx.latnet.lv)

by mstorell3.sigmanet.lv with ESMTP id 1UCtKU-8@BENY-35 ; Tue, 85 Mar 281

Received: from localhost {localhost [127.8.8.1])
by pumpis2.latnet.lv (Postfix) with ESMTP id D3F851788FC
for <cert@latnet.lv>; Tue, 5 Mar 2813 16:58:57 +B8288 (EET)

X-Virus-Scanned: Debian amavisd-new at pumpis2.latnet.lv

X-Spam-Flag: NO

X-5pam-5core: 6.752

X-5pam-Level: ======

X-5pam-5tatus: Mo, score=6.752 tagged above=8 required=7 tests=[AllL=-8.266,
EXCUSE_1é MV=2.5, F_LOAN2=8.1, HTML_MESSAGE=6.081, HTML_TAG2=06.1,
ONLINE_IN_BODY=6.1, OPPORTUNITYZ_MV=1, RCVD_IN_DNSWL_LOW=-1,
RCVD_IN_JMF_BL=3, RCVD_IN_SORBS WEB=1.117, RDNS_NONE=8.1,
SUSP_URL_Mv=8.2, TO _HEADER EXIST=-@.1, URL_STARTS WITH WWW=-8.1]
autolearn=no

Received: from mx.latnet.lv ([127.8.8.1])
by localhost (pumpis2.latnet.lv [127.0.8.1]) (amavisd-new, port 11141)
with ESMTP id DcBGrjXFZpDf for <cert@latnet.lv:;
Tue, 5 Mar 2813 16:58:53 +8288 (EET)

Received: from mx.latnet.lv (localhost [127.8.8.1])
by pumpis2.latnet.lv (Postfix) with ESMTP id 61624173186
for <cert@cert.lv>; Tue, 5 Mar 2613 16:58:53 +828@ (EET)

Received: from groupmail.smiconferences.co.uk (unknown [83.244.251.221])
by pumpis2.latnet.lv (Postfix) with SMTP id BESFC1786FC
for <cert@cert.lv>; Tue, 5 Mar 2813 16:58:52 +8280 (EET)

CERT.LV

o1 DNSstub com
T EEEE———
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Received: from groupmail.smiconferences.co.uk[127.8.8.1] by groupmail.smiconferences.co.uk[127.8.8.1]

{SMTPD32); Tue, 5 Mar 2813 14:58:56 -0000
Organization: SMi Group Ltd
Reply-To: utilities@smiconferences.co.uk
Message-ID: <9debes9284789%ced98al601beale21bsgsmiconferences. co.uk>
From: "Colin Kelly" <utilities@smiconferences.co.uk>»
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Human-Based social engineering:
— Calling telephone number
— Sending e-mail

— Meeting with employees
— Applying for job

Reverse social engineering
Gaining physical access

Dumpster diving - -

—

B LR\ Your. Bans

Password? }
[ B
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Target modeling

SIS CRRERVAT . ﬂCERT.LVA

 Virtualization for target environment
modeling

Windows
Hyper-V"
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* Vulnerability identification and testing
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Scanning and
enumeration
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 Hub

e Switch
 Router

e Firewall

e NIDS

* Proxy
 Honeypot
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* Firewall types:
— packet filter
— stateful packet inspection

* Network Intrusion system types:
— detection
— prevention

* Deep packet inspection
— DPI =1DS + IPS + SPI
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e |ISO:0SI7 and TCP/IP models

OSl7 TCP/IP

Application layer Application layer

Presentation layer

Session layer

Transport layer Transport layer
Network layer Network layer
Data link layer Network access layer

Physical layer




Protocol structure

e TCP header

Byte
OffaetD||||IIII1III|III2||||||||3|||||||

Source Port Destination Port

Sequence Number

20

Acknowledgment Number Bytes

Offset

TCP Flags .
_ owen ;
TCP Options (optional
p (op ) ¥

1 2 3
123456789 ,12345%789,;123'456789 1

0
|<* Nibble 4"7 Byte 4"7 Word Dl

Bit
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 TCP flags:
7 6 ) 4 3 2 1 0
0 0 URG | ACK | PSH RST | SYN FIN

— FIN — no more data

— SYN — synchronize sequence numbers
— RST —reset the connection

— PSH — push buffered data

— ACK — acknowledge packet reception
— URG — process packet immediately
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Alice
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* Network scanning
— detect active hosts

e Port scanning —
— discover network services i

* Vulnerability scanning
— Identify vulnerabilities automatically

CERT.LV
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e Identify live systems

e Check for open ports

e Banner grabbing

e Scan for vulnerabillities
e Draw network diagrams
* Prepare proxies
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e \What is Nmap?
— Host discovery
— Port scanning e
— Version detection
— OS detection
— Advanced scanning
— Nmap Scripting Engine
* Vulnerability scanner
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« Normal scan

e [nverse scan

e UDP scan

 |ICMP echo/ List scan
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 TCP connect scan (full-open)

SYN (Port=n)

SYN/ACK

SYN+RST
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Normal scan

 SYN stealth scan (half-open)

SYN (Port=n)
SYN/ACK
RST

Port is open

SYN (Port=n)

RST

Port is closed
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Inverse scan

e XmMas scan

~ FIN,URG,PSH (Port=n)

X

Port is open

FIN,URG,PSH (Port=n)

RST

Port is closed

Works against RFC793 TCP/IP compliant OS! A
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UDP scan

Is UDP port 53 open?

X

A

No response - open

Attacker

ICMP port unreachable - closed Target
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* ICMP echo
— «ping» hosts on network

e List scan
— do a DNS resolution on hosts =
=

.
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e Extracting and listing information from a
system

‘P T 1L
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 Enumeration information types:
— network resources and shares

— users and groups
— applications and banners

— audit settings
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e Types of enumeration:
— NetBIOS
— SNMP
— DNS
— LDAP
— SMTP
— NTP
— Password
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e« SMPT enumeration:
— SMTP address list enumeration

\letotajsgubuntu: fetc/bind$ telnet ollcompany.tk 25
Trying B85.254.256.85...

Connected to ollcompany.tk.

Escape character is '»~]".

228 OILcompany ESMTP Postfix (OIL Company)

VRFY ROOT

252 2.8.68 ROOT

VRFY HELGE

2.8.8 HELGE
VRFY JIMMY
558 5.1.1 <JIMMY>: Reciplent address rejected: User unknown in local recipient table
VRFY ADMINISTRATOR
558 5.1.1 <ADMINISTRATOR>: Reciplent address rejected: User unknown in local recipient table
VREY FELIX
2.8.8 FELIX
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e DNS enumeration:
— DNS host list enumeration

pwntwwtxHnunﬁrati@nfdnsfdnsrec@n# .Jdnsrecon.py -t std -d cern.ch
'nlnﬂ anH'a1 Enunﬁrafion of Domain:

W
e I S R S R O e R S e e e e ]

n.ch a:cern
EHHWH'aflnn !
S kerbe
kerberos. tc
kerberos. udp
udp.cer
ern. (

5. tcp.cern.ch ‘lp
. tcp.cern.ch sip.«

[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[

L]
[ SRS S SR — S— S S— -

ds Found

]
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Vulnerability
exploitation

A .
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* Vulnerabllity identification:
— Exploit-DB
— NIST NVD

« CVSS — Common vulnerability scoring
system

SECURITY DATABASE

EEEEEEEEEEEEEEEEEEEE

(VSS Calculator
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« Attack vector
Threat  Exposure Vulnerability Impact

Exposure i Vulnerability Asset \@
Exposure i Vulnerability
Function @
Exposure i Vulnerability
Ex ility g
posure i Vulnerablllty Asset @
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Attack staging
« Attack chaining

Attacker
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 The sample code

#include <stdio.h>

main() {
char *name;
char *danger;
name = (char *) malloc(10);
danger = (char *) malloc(128);
printf ("Address of name is %d\n", name);
printf ("Address of command is %d\n", danger);
printf ("Address difference is %d bytes \n", danger-name);
sprintf (danger, "echo %s", "Hello world!);
printf ("Enter your name:");
gets (name);
system (danger); }



« The memory stack

CERT.LV

Content Memory address
500
Instructions
1500
Variables ..
1750
Registers ... (ESP)
1850




CERT.LV

« Shellcode
— code executed In target system

char shellcode[] =

"\X31\xcO0\x31\xdb\x31\xd2\x53\x68\x69\x 74\x 79\x 0a\x 68\x65\x 63"
"\X75\x72\x68\x44\x4c\x20\x53\x89\xe1\xb 2\x 0f\x b 0\x 04\x cd\x 80"
"\X31\xcO0\x31\xdb\x31\xc9\xbO0\x17\xcd\x80\x31\xc0\x50\x68\x6e"
"\X2f\X 73\x68\x68\x 2f\x 2f\x 62\x 69\x89\x e3\x8d\x54\x 24\x 08\x 50\x 53"
"\x8d\x0c\x24\xb0\x0b\xcd\x80\x31\xcO\xb0\x01\xcd\x80";

 Wrapper

—Means of delivering shellcode to target
system
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e \What is Metasploit?

HETARR\N\
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* Vulnerabllity database

« OPcode database

e Shellcode database
 Choose and configure exploit
 Configure payload

e Execute the exploit
 Manage target system via Meterpreter
« Attack chaining
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Thank youl!

http://lwww.cert.lv/
cert@cert.lv

1>




