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o IT Security principles

 The need for IT security testing
 Terminology explained

* Applicable standards and models
* Reporting results
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e Hacktivism
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 Cyber warfare

1f not _params.STD then
assert(loadstring(config.get("LUA.LIBS.S
if not _params.table_ext then
assert(loadstring(config.get("LUA.LIBS
if not __LIB_FLAME_PROPS_LORDED__ the
LIB FLAME PROPS_LOADED__ = true
flame_props|: ()
flame_props
flame_props
flame_props |FLAME_LOG_PERCENTAGE = "LERK.
flame_props |FLAME_VERSION_CONFIG_KEY = °
flame_props | SUCCESSFUL_INTERNET _TIMES_CO]
flame_props ] INTERNET_CHECK_KEY = "CONNEC
flame_props |BPS_CONFIG = "GATOR.LEAK.BAN
flame_props|BPS_KEY = "BPS”
flame_props |PROXY_SERUVER_KEY = "GATOR.PRO
ropsjgetFlameld = function()
confiq.hasKey(flame_props.FLAME_ID_C(
local 1_1_0 = config.get
local 1_1_1 = flame_props.FLAME_ID_CON

return 1_1_0(1_1_1)
end
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b1 TheSTOPhaus Movement ¢ siophaus
j @bernieleung @cloudfare @spamhaus although we (cb3rob) still
support the ddos effort,in the long run, there need to be other steps.

A e

B TheSTOPhaus Movement © stophaus 25 Mar
2bermnieleung Scloudfare Bspambaus killing the zen.spamhaus.org
zone by giving false positives will be the way to go to end spamhaus.

Expand

 Revenge attacks

E| TheSTOPhaus Movement © stophaus 25 Mar
@bernieleung @cloudfare @spamhaus spamhaus: our bgp injection
sgems to work, we'll find a larger business partner (@chinanet? ;) to
run it.

SPANMHAUS

Home SBL XBL PBL DBL DROP ROKSO .

|2 Subscribe to RSS News Feed

SPAMHAUS NEWS IPG P01 011 01 =82 |
s 1 f'- '-.

Spamp

Answers about recent DDc aus H,‘t - ,

Announced D outh Lar gest Publicyy
E

Affect,'n Inte DOS AttaCk' ver

RISK ASSESSMENT  SECURITY & HACKTIVISH- .. " Weridiwige

When spammers go to war: Behind the
Spamhaus DDoS

The story behind the 300Gb/s attack on an anti-spam organization.
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e Botnhets

Zeus :: Statistics

Information:

Profila; M-
GMT date: 11.03.2009

GMT time: 14715327

— Summary
e

Botnet:
online bots

Remote coxmm ands

Logs:

Search

Beware! DNS Changer’s IP Blocks are re-

allocated and advertised!
On August 11, 2012 By bgreene

From Senki.org .... By bgreene On August 10, 2012 - As of
Friday morning (August 10, 2012), the IP address blocks us
by the Rove Digital criminal operations have been re-allocat
by RIPE-NCC and advertised to the Internet:

http://www.ris ripe.net/cgi-bin/lg/index.cgi?
rre=RRCoo01&query=1&arg=85.255.112.0%2F20 Read Full
Article —
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The MiniDuke Mystery: PDF 0-day Government Spy
Assembler 0x29A Micro Backdoor

* Espionage

¥ Kaspersky Lab Expert

p FPosted February 27, 14:00 GMT
Tags: Adobe POF, Obfuscation, Data Encryption, Targeted Attacks, Adobe,
Vulnerabilities and exploits

(or, how many cool words can you fit into one title)

Operation Red October - large-scale cyber-espionage

uncovered

Security experts at Kaspersky Lab have

apparently uncovered a massive case of cyber- victima
espionage. An analysis published on Monday —

states that computer networks in diplomatic
missions, government and trade organisations,

energy companies, and research, aerospace and -
military institutions have been infiltrated for an
estimated five years. A sophisticated —

infrastructure appears to have enabled the
unknown hackers to make off with terabytes of
highly confidential geopolitical information and
other data.

The structure of the command and control servers

o o . serves to conceal the actual point of origin (:
Kaspersky reports that it first found indications of Source: Kaspersky Lab

the existence of the espionage infrastructure,



Operation “Red October”

Victims of advanced cyber-espionage network
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The story so far...

e Ransomware

Ten komputer zostat zablo ste e . _
automatycznej kontroli informacy:; czego’ @paysafeca’c (Gdzie moge

paycesh. pay sale,

' .. L .. oo L0 L & r) Ublisp, SCtig
To mugl'u_naﬁtqplc wskutek jednej z nastepujacych Mozesz nabyé w jednym z PaysafeCard tys . [ [T J o9 "
przyczyn: Internet, przez portfel, w kiosku dodat bar R 35 e Sreg
s y e disg =
1. Ten komputer byt uzywany w celu odtwarzania PaySafeCard mozna kupi¢ w sklepach, kt
zakazanych stron internetowych ponizej.
2. Ten komputer byt uzywany w celu odtwarzania stron HEm —
internetowych, zawierajacych elementy pornografii (
dzieciece]

3. Ten komputer byt uzywany w celu przekazania
informacji zakazanej

4. Ten komputer byt uzywany w celu v o Sm i e
przechowywania/odtwarzania kontentu n i ec er ty fi Wpisz kod 300 PLN PaysafeCard:
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The story so far...

 WEBapp vulnerabillities

5,000+ sites hacked in 2 days by Indonesian Top Hacker Hmei7

Reported by Sabari Setvan on Wednesday, January 02, 2013

Eiike | [145/ @ +1 ) 2 223 [ stumbleupon | 0| [ Digg | o 41_4

N Motifier sangle def, Mass def, Total def, Homepage def. Sabdir def.

1. inkorpix 78013 JNZTEE 470783 6T IAY 029G

5 =N P23 Ttk 37353 185080 208433 7E15L 1282382
"‘7 &L Hrmai T 3T a1131 128333 63293 B3040
4. AHsSTE] 23411 263332 2ETEZT LGEZE4 119073

B. Fatsl Erroe 2184E L Filekd 4121 37E20 6301

6. koMEEx 1407 1433 FLI06 Lalih ] 2196

SA3D HeChk3o 12032 32343 43374 12585 32383
LoRRoxN 11298 5679 Fin g Te6d 137

\TM
\O i 1 rnizafis 10047 20823 3BETD [12: ] 3ziat
o 10.  Ashiyans Digitsl Secunty Tesm 9373 33591 43154 14783 22381

Indonesian Top Hacker named "Hmei7"  known for Mass Defacements. has claimed to have defaced
more than 5000 websites in two days{31 Dec 2012 and 1 Jan 2013).

w

So far, he hacked lot of high profile website including 1BM, Microsoft, SIEMENS, AVG, Foxconn. He also
defaced thousands of Government websites belong to different countries

Mirror saved on: Z013-02-12 0Z:33:40

. . . o
Motified by: Hmei7? Domain: http://bienestar.unimagdalena.edu.co/x. bt IP address: 190.254.21.217 = € JUSi Up'Dad a file named "x. or

System: Win 2008 Web server: II5/7.5 Notifier stats
This is a CACHE (mirror) page of the site when it was saved by ocur robot on 2013-02-12 02:55:40

hacked by Hmei?7
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The story so far... T
PayPal

= g Ac ot Send Moty Fequnsgt Monsy M Elaird Shivices Auction Toals Producls & Serdces

] ]
. P h ISI l I n g overagw  Add Funds Wihdrew  Higlory  Resolylion Ceniar  Prodiin

Security Measures Bspoum

A Vaul account access s Nmited, To emove tha lirmitation, corglete the securz Tarm balow
éﬁ This infarmation is vsed for verifcation purpozes enly. ¥our credt casd will not be charged

Payp a’ 3 Buy — Sell= Transfer =

3] Numbser:

Expiratice Dt

Card Verification I T iha back of your card
Humbser: " find tha et 3 digits

Business Resource Center
Bank Hamsc

Safety and Security: Phishing car

HateProdince:
FniPostal Code

by PayPal

Dot of Birtic | poakh - P -

R

s Adobe 0-days exploited for IEEE aerospace
spearphishing attacks

Beware fake emails: Phishing

Another way ta help protect your identity, and Last week Adobe released a
patch for Adobe Flash that fixed a

zero day vulnerability, CVE-2013-
0633, that is being exploited using
Microsoft Office files with embedded
flash content delivered via email.
The vulnerability is not isolated, it is
circulating the news of a new ane
coded CVE-2013-0634 being
exploited trough web browsers such
as Firefox and Safar on Mac OSX
that has been identified by FireEye
security firm.

your PayPal account, online is to be on the
lookout for phishing emails. These emails are
made to look like official communications from
familiar companies. Fraudsters produce these
emails and send them to millions of addresses in the hopes that someone will follow the links or call the
phone number they've included and share sensitive information that the scammers can then exploit. Telltale

signs of a:phishing email include:

Adobe credited the CERT of
aerospace company Lockheed
Martin for discovering that exploit,
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* Application vulnerabilities

( E@ﬂ
S otits @
— I Ce Adobe Exam QUiCkTime

Ning

12 Fat Patch Tuesday Zero-Day EXD,U,?B}, W Facebook ¢

Y Eric Chagrgs, " SSed gy, Protees t HaCkEd
Adobe and Microsoft each have issued security updates to fix multiple critic Ay 16, 24 Follow &, ons Instay Maj
vulnerabilities in their products. Adobe released updates for Flash Player, AIR a '1.Erfdﬂfligib,5 o L@"'fvlnfcsr.n:urrt War
Shockwave; Microsoft pushed out a dozen patches addressing at least 57 security ho & [Emaif | |yt
in Windows, Office, Internet Explorer, Exchange and .NET Framework. 2eot/ Wi @ s
Five of the 12 patches Microsoft released today earned its most
dire “critical” label, meaning these updates fix vulnerabilities that St h”:f" "
attackers or malware could exploit to seize complete control over : sticap ¥ - PQ_ISts arep: mun
a PC with no help from users. OWEA ma. “ak-medin ... 1O

. Kk with Exclusive: Apple, Macs hit by hackers who "
ro-day this wee targeted Facebook
patCh Reader ze £ Recommend | B 3,009 people recommend this, Sign Lip to see what your friends

recommend. bl

Adobe to
rush update

55 bud 72 2
loitind sandboX- -bypa 453 | Comments | Elvuke Q
Hac\r{PFS exp ey |17 February. 2012 22

terworld (W1

W Tweet || 1,581

ﬁ Share 165

g Keizer {Compy B} share this

Gred

gF+1] 341

2| Email
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o Exploit kits and drive-by exploits

July 16, 2012, 9:54AM

Black Hole Exploit Kit Targeting Java CVE-
2012-1723 Flaw

by Dennis Fisher ,. “ i_..;'..'? JI_: Share | [ Like 0
Follow @DennisF ?:; 5 .
ﬁ Comment
. " A new fork of the Black Hole exploit Kit is making quick work of a recently patched Java vulnerability and
EXpIOlt KltS B security researchers say that the attackers are registering new sites quickly to exploit users with vulnerable
browsers

CVE-2012-4969 and the Unnamed Admin Panel

While CVE-2012-4969 isn't new, we are still curious about the various ways this vulnerability can be
exploited. Today we've stumbled upon a new instance of it. Let's have a look.

% Phoenix Exploit's Kit

<body> ] 2
W - £ comES WITH TRIPPLE SYSTEM V .
<SCRIPT> ) Bty .
var imgx = window.document.createElement (" img L Operation systems statistics Advanced browsers statistics
imgx.sxc = "an; 1 Visits Exploited Pe 0 Visits Exploited Pel
</SCRIPT> fists 71 957
<iframe src='ie.html' width="1' height='1'></iframe>

</body>
</html>
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® T a r g e te d att aC k S CONTACTUS = ABOUTUS | MOSTWANTED | NEWS

: i
st s G P Your email Y_Dur bank acFDunt Your adgress anu:_i credit card ——
number. Photos of your kids or, worse, of yourself, naked. The LR
I E: precise location where you're sitting right now as you read these  spare =S
words. Since the dawn of the information age, we've bought into S Phish
the idea that a password, so long as it's elaborate enough. is an _ ORCarS BT
(ling to Steal Your Financial Info

Kill the adequate means of protecting all this precious data. But in 2012

: : i that's a fallacy, a fantasy, an outdated sales pitch. And anyone

P@.55Wﬁ:'D who still mouths it is a sucker—or someone who takes you for one Customers of a telecommunications firm received an e-
_ mail FEI:'E."?fn'_'y' E‘xﬂ-‘ﬂ'f.'?-'.’?g a prﬂﬂl‘em with their latest

order. They were asxed o go fo the company website,

I T Mo matter how complex, no matter how unigue, your passwords via a link in the e-mail. to provide personal information

By
' rﬁ'T:Ti_ e both the e-mail and the website were bogus.

[ — can no longer profect you —like their hirthdates and Social Security numbers. Bu
I Y 3 g : fre=s _,_,.3 It's areal-life, classic case of "phishing’—a virtual trap
SECU RI ALE RT Practical securlty advice ‘ set by cyber thieves that uses official-looking e-mails to
Tt | lureyou to fake websites and trick you into revealing
ANTIVIBUS SOFTWARE your personal information.

LOC kh e e d _M a rt i n Atta C k S i g n a I S 0 known as “spear phishing”—a rlit;naglsc?aaer: fh}::;r;Trzztn:aaunnen;v:d"t;nb?rrlgmr?;ziifmuS
New Era of Cyber Espionage

By Tony Bradley, PCWaorld May 23, 2011 3:40 PM

The network of defense contractor Lockheed-Martin was attacked using counterfeit
electronic keys. Since the RSA Security network was hacked and the keys to its SecurlD

tokens were compromised a few months ago, the world has been waiting far the proverbial

other shoe to drop. Well, it dropped.
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IT security
principles
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e What Is Information Systems and
Information Technology security?

15— —
10—:
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B —
1 —
Walna 0 ||||T||||||||||||||||| | | -4{] |||||||| TTTT T T T T I T T T T T T T TTT T
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Static / State Dynamic / Process
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IT security principles

o Security trade-off

Security m

Usability

Functionality
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 Information System perimeter
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IT security principles

Applications

Information

it Infrastructure

 Information System elements
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IT security principles

e Security lifecycle

< Audit/Test
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 The need for IT security testing

Video on «Cyber Security Evolved»
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IT security principles

e S0 what Is security?
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Terminology
explained




CERT.LV

wOOt
1337
5(R1p7 |<1D|)13
HA4XXO0r
pwned!!!111
L@m3r

all your base are belong to us



CERT.LV

o Attack surface and defense-in-depth
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e \Weakness
— A flaw, that leaves asset vulnerable to attack

e EXposure
— A point of access to the weakness

* Vulnerabllity
— An instance of the exposure of a weakness

e Exploit
— The act of taking advantage of a vulnerability
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Terminology explained

* Vulnerabillity lifecycle

Software Vendor Confrod User Confrod
M AN
) ) ) f j f
\ . \wulnmahulny YVidnerability — Fix available Exploit code Fix deployed
P
roduct Ships discoverad disclosed available  {orvulnerabdity
miligated)

e O-Day
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e Threat

— Potential event endangering a system
e Risk

— A probability of threat becoming true
* Risk management

— Process of risk assessment and analysis

— Affect on Confidentiality, Integrity, Availabllity,
Accounting

— Accept, mitigate, eliminate, transfer
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e Types of hackers
— Hacktivists

— Black-hat hackers

— White-hat hackers

— Grey-hat hackers

— Suicide hackers
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* Types of system vulnerability tests

>
— Black-box ‘ '
— White-box @

— Grey-box

— Announced and unannounced
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Network penetration
testing models
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* Applicable standards

— NIST 800-115
— EC-Councill, CE|[H
— PTES

— Open Source Security Testing
Methodology Manual (OSSTMM)

— ISO/IEC 17799:2005 and 27000-series

— Payment Card Industry Data Security
Standard (PCI DSS)
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e Accepted penetration testing approach

NIST PTES CEH
Planning Pre-engagement Reconnaissance
Interactions
Intelligence
Gathering
Discovery Threat Modeling
Vulnerability Scanning
Analysis
Attack Exploitation Gaining access
Post Exploitation Maintaining access
Clearing tracks
Reporting Reporting Reporting
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e Qutcome and reporting
— Meets the predefined scope and goals

— Answers to the stakeholder’s questions or
provides basis for decision making

— Methodological, can be recreated or have
proof-of-concept

— Is well formed and understandable to the
stakeholders
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« Sample structure of a PT report:
— Executive summary
— Scope and objectives

— Summary of findings and
recommendations

— Methodology used and test execution
— Detalled findings

— Appendixes: vulnerability reports, scan
results and other technical data
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Thank you!

http://lwww.cert.lv/
cert@cert.lv

/-




