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IT Security system in Latvia -
achievements, statistics and
challenges
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» Legal environment

« CERT.LV overview

» Current situation overview

« CERT.LV awareness rising activities
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Legal environment
and policies
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* |[n force since 1 February 2011
» Sets CERT.LV tasks and
responsibilities
» Defines responsibilities for:
* Public sector

* Internet Service Providers (ISPs)
e Critical IT infrastructure owners
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* I[n every institution — IT security officer
responsible for:
* |T security document creation
* |T security audit execution
* Annual employee education
« Security incident reporting to CERT.LV
« Participation in CERT.LV seminars
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* All ISPs submit «Action plan for
continuous operations»

* Report to CERT.LV on major incidents
« CERT.LV can request

T Security incident information
T Security audits

Disconnection of an end user for 24h
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Critical infrastructure list — state secret
Report incidents to CERT.LV
Establish IT Security documentation

CERT.LV can do black-box penetration
testing
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* Improvement of legal regulations

* Increasing human and material-
technical resources for state institutions

» Rising cooperation at a national scale
* Intensifying international cooperation

» Hardening of education, science and
social responsibility
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CERT.LV overview




CERT.LV

* Information technology security incident
response institution

» Mission: “Fostering IT security in Latvia”

* From 1 January 2013 - CERT.LV
supervised by the Ministry of Defence



CERT.LV

» Used to be CERT.NIC.LV est. 2006

» Operational since 1 February 2011

» Operates on basis of IT Security Law
» State funded

 All services are free of charge

» Tasks delegated to Institute of
Mathematics and Computer Science,
University of Latvia
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What is CERT.LV?

* “Family doctor” and “fire-fighter” in the
virtual environment
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* [ncident response
» “Security through cooperation”
* Awareness raising
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» State and municipal institutions
 |T Critical infrastructure

* Private sector
¢ |SPs
 Financial institutions
 National Armed Forces
* |nternational collaboration
« NATO, EU, ENISA, CCD CoE
« TF-CSIRT, FIRST
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January 2012 — MoU with NATO
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» Cyber Defense Exercises:
— CCD CoE «Locked Shields»

Wy e

— NATO «Cyber Coalition»

— EU «Cyber Europe»
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Symbol of quality, received by IPS that:  ~>umus®

» Cooperates with CERT.LV and provides
incident information to end users

» Cooperates with Net-Safe Latvia for illegal
material takedown off the Internet

* Provides free Internet content filter setup
upon customers request
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Current situation
overview
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» Large amount of incident reports every
day

* High and low priority incidents
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High priority incidents
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Low priority incidents
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Low priority incidents Q3 2013
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Botnet numbers are still very large

Infections via browsers (Drive-by
Exploits) — the most common vector

Server hacking, phishing, DoS
Malware distribution
Attacks in socially sensitive moments
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Latvijas Republikas Satversmes Aizsardzibas Birojs @, A & INT

LATVIJAS REPUBLIKAS
IEKSLIETU MINISTRIJA

Pasvaldibas Policija un Drosibas Policija

Valsts: LV Latvia
Rajons: Riga

Pilseta: Riga
N
OperétajSistéema: Windows 7 (64-bit)

Lietotaja Vards: (D

UZMANIBU! Jusu dators ir blokets zemak noradito drosibas apsverumu de|.

Jus esat apsudzéts par aizliegtu pornografisku datu (b&rnu pornografija/zoofilija/izvarosana utt.)
skatiSanos/uzglabaSanu un/vai izplatiSanu. Jis esat parkapis Vispasaules deklaraciju par b&rnu
pornografijas neizplatisanu. JOs esat apsidzets nozieguma, kas paredzets Latvijas Republikas
Kriminallikuma 161. panta.

Latvijas Republikas Kriminallikuma 161. pants paredz brivibas atpem3anu uz laiku no 5 lidz 11
gadiem.

Tapat jos tiekat turéts aizdomas "par autortiesibu un citu tiesibu parkapumu” (piratiskas mazikas,
video, programmatiras lejupielddéSanu un ar autortiesibam aizsargatu datu izmantoSanu un/vai
izplatisanu. Tadejadi jus tiekat turéts aizdomas par Latvijas Republikas Kriminallikuma 148. panta
parkapsanu.

Latvijas Republikas Kriminallikuma 148. pants paredz brivibas atpemSanu uz laiku no 3 hdz 7
gadiem vai naudas sodu no 150 lidz 550 minimalo algu apméra.

No jisu datora ar nelikumigas piekluves starpniecibu iegiita pieeja valsts nozimes informacijai un
publiskai pieejai slegtiem datiem.

Atlikusais laiks: 47:57:29

8 paysafecard

PIN Kods

Anmaksat PaySafeCart

Kur es varu sanemt naudas sertifikatu
PaySafeCard?

Parskats par tirgotajiem: Latvija PaySafeCard tu vari
iegadaties visos Plus Punkts veikalos un Narvesen un
Qiwi masina. Tu van iegadaties PaySafeCard daudzos
lielveikalos, pirmas nepieciesamibas precu veikalos,
degvielas uzpildes stacijas un kioskos (R-Kiosk).

QIWI

-
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Ir problema! Nosutu Tev failu, ja tas info noklus
prese, bus lielas nepatiksanas...

http://failiem.lv/u/goefclr
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WEBSITE HAS BEEN SUSPENDED

Security policy of the website does not meet the requirements of
NATO Cooperative Cyber Defence Centre of Excellence

Steadfast Jazz 2013
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If you are a visitor to this website, please access this page later
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CERT.LV activities
and awareness raising
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Available and tailored for everyone

Information on newest viruses and
threats

Articles and suggestions

Examples for IT security principles and
rules

Portal www.esidross.lv (“be safe”)
Twitter and Facebook accounts
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leteikumi Par droSibu Bezmaksas risinajumi

Pasakumi

Notikumi pasaulé

Témas

e Ap un par drosibu (42)
¢ Bezmaksas risinajumi (3)
e Darba (22)

¢ leteikumu lade (39)

o Majas (32)

e Mobila drosiba (1)

¢ Notikumi pasaulé (2)

¢ Pasakumiun notikumi (7)
¢ Publiskas vietas (22)

o Raksti(1)

e Informacijas tehnologiju
drosibas incidentu
novérsanas institcija -
CERT.LV

¢ LR Satiksmes ministrija

e LV CSIRT iniciativa

o Net-Safe Latvia Drosaka
interneta centrs

Publikaciju kalendars

novembris 2012
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Antiviruss avast! Free Antivirus

AKTUALIE RAKSTI

Drosiba par velti. Rakstu grupa
par risinajumiem

Padomju medicinas darbinieki bija
izdomajusi $adu izteikumu par toreiz
eksistéjuso bezmaksas medicinu: — JUs
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Robotu tikls jeb ,,zombiju
armija”

Robotu tikls ir internetam pieslégti datori,
kuru aizsardziba ir tikusi uzlauzta un tagad
tie tiek kontroléti no arpuses. Ta sauktie...

ACERT.LVA NIC,

Laipni ladzam majaslapa

ESI DROSS!

i majaslapa ir paredzéta ikvienam,
kurs rapéjas par sava datora
dro$ibu un savu dro$ibu
interneta.

Majas lapu uztur Informacijas
tehnologiju dresibas incidentu
novérsanas institdcija (CERT.LV) un
taja informacijas tehnologiju
specialisti no Drosibas ekspertu
grupas (DEG) sniedz padomus,
dalas pieredz€, ka ariir gatavi
atbildét uz JUsu jautajumiem par Jisu
datora droSibu un Jisu droSibu
interneta.

Jaunakie raksti

e Smilsu kaste jeb buferzona

¢ Backup jeb datu rezerves
kopijas

e Antiviruss avast! Free
Antivirus

e Drosiba par velti. Rakstu
grupa par risindgjumiem

¢ Robotu tikls jeb ,,zombiju



Majas Darba Publiskasvietas leteikumi  Pardrosibu  Pasakumi

Temas

Ap un par drosibu {23)
Darba {16)

leteikumu lade {23)
Majas (24)

Notikumi pasaulé {1)
Pasakumi un notikumi (6)
Publiskas vietas (16)

Saisu lenta

Informacijas tehnologiju
drosibas incidentu novérsanas
institiicija — CERT.LV

LR Satiksmes ministrija

LV CSIRT iniciativa

Net-Safe Latvia Drosaka
interneta centrs

AKTUALIE RAKSTI

Publikaciju kalendars

maijs 2012
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Ka atpazit pikskerésanu?

Jau iepriek$&jos rakstos par
pikskerésanu {'Pikskerésana jeb, ka
atdot savu naudu katram gribétajam” un
"3 padomi — ka pasargat sevi...

datiemn, Jasu dators ar IP adresi EIREERRaear] it inficéts ar datonrusul
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Notikumi pasaulé

Kas jazina, lai drosi lietotu
~draugiem.lv"?

Sodien vairs neviens neruna par socialo
fiklu un portalu augo$o popularitati
pasaulé. Tas jau ir noticis fakts! Pasaule
ir"socializeéjusies"...

MeKIEL...

”CERT.LVA NIG

Laipni lIddzam majaslapa

ESI DROSS!

& majaslapa ir paredzéta ikvienam,
kurs riipéjas par sava datora
drosibu un savu drosibu interneta.
Majas lapu uztur Informacijas
tehnologiju droéhas incidentu
novéréanas institdcija (CERT.LY) un
taja informacijas tehnologiju
specialisti no LW CSIRT iniciativas
grupas sniedz padomus, dalas
pieredzé, ka arTir gatavi athildét uz
Jasu jautdjumiem par Jdsu datora
drogthu un Jdsu drosibu interneta.

Popularakie krapsanas veidi
interneta

Kadawviriesa datora Datorologs
uzgajis 110 virusus!

Parbaudi sava datora veselibu
pie Datorologa!

Ka atpazit pikskeresanu?

Kas jazina, lai drosi lietotu
Wdraugiem.nv"?
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New colleague - "Computerologist’

« Born on E-skills week 2012
e Twitter account
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“Be safe” seminars for state institutions

Theoretical and technical IT Security
exercises, «Snow Storm 2013»

Seminar for Internet Service providers
Targeted events

* Legal issues

 How to organize exercises

* Risk assessment

« Monitoring with Netflow

« ENISA seminar on targeted attacks using social media



CERT.LV

* Information Technology and Information
Systems Security Experts Group:

Voluntary IT/IS security experts group

Advance IT/IS security and security
awareness culture in Latvia

Supports CERT.LV
Group has Statutes and Code of Ethics
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* Estonian example
» Concept developed in 2013
» ~80 people interested

» Unit operational within National Guards
in 2014

— EXxercises
— Support of CERT.LV in case of crisis
— Transfer of knowledge
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» Security through
cooperation

« CERT.LV based on previous
achievements and experience

» Dedicated personnel

 The carrot over the stick
approach

http://hikingartist.files.wordpress.com/2012/12/carrot-stick-set.jpg
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* Increased funding in 2014
— Hard to find employees

 To finalize National IT security strategy
— To develop Action plan
» To start Cyber Defence Unit

*«Esi dross» («Be safe») seminar on 3
December 2013
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Thank you!

http://www.cert.lv/
cert@cert.lv
http://twitter.com/certlv
baiba.kaskina@cert.lv



