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DNS Security Extensions




www.isaca.lv







DNSEC # PKI










2 [

316 domeéni saknes zona
103 parakstiti

906 DS ieraksti saknes zona




2 [

s i

2008.9. 2012.9. maijs 2012.9. septembris
Parakstita .LV zona Pienemam DS
testa zona parakstita tiessaiste un

EPP

____p‘

20117g.'vasara 2012.gadajulijs
2008 .LV zona DS ieraksti 2012

sagatavota saknes zona



Val
DNSSEC @@sam ir
x@km@@ 2




ATC
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DNS pakesu viltosana

 DNS cache informacijas viltosana, paredzot
DNS paketes elementus:
—secigs DNS pieprasijuma ID (query id)
—secigs DNS source ports
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Twitter

. The connection has timed out
L @i
The server at www.twitter.com is taking too long to respond.

® The site could be temporarily unavailable or too busy. Try again in a few moments.
m If you are unable to load any pages, check your computer's network connection.

= If your computer or network is protected by a firewall or proxy, make sure that
Firefox is permitted to access the Web.

| Try Again
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Hackers hijack DNS records of
high profile New Zealand sites

Summary: Remember the DNS hijackings of such high profile sites such as Comcast,
Photobucket, and ICANN/IANA domains that were taking place last year? Similar incidents are

still happening.

> B By Dancho Danchev for Zero Day | April 21, 2009 -- 08:21 GMT (01:21 PDT)
y =¥ W Follow @danchodanchev

M P A 0 Remember the DNS hijackings of such high profile sites such as
- - omcast, Photobucket, and ICANN/IANA domains that were
: !‘ Q"":" aking place last year? Similar incidents are still happening.
%
'n ) oday, a web site defacement group known as "The Peace Crew
as successfully hijacked the DNS records for high profile New
Zealand web sites, through what Zone-H claims to be a SQL
njection at New Zealand's based registrar Domainz.net, in order
0 redirect the visitors to a defaced page featuring the infamous
Bill Gates pieing photo, as well as anti-war messages.

he mass defacement affected major Microsoft sites in New
Zealand including WindowslLive.co.nz, MSN.co.nz,
Microsoft.co.nz, Hotmail.co.nz, Live.co.nz next to HSBC.co.nz, Sony.co.nz, Coca-Cola.co.nz,
Xerox.co.nz, Fanta.co.nz, F-Secure.co.nz and BitDefender.co.nz.
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Vai DNSSEC palidzetu pret
DNSChanger?

e Terminal — bash — 75x22




Alzsardziba

* Servera source porta un DNS transakcijas

ID randomizacija
* Nejausi lielie burti doména varda, 0x20
« DNSSEC




Citi labumi

DANE - TLSA
SSHFP

DKIM
IPSECKEY
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DNSSEC risinajumi:
bezmaksas

« Bind > 9.7 + www.isc.org)
NSD + |dns-tools (www.ninetlabs.nl)
Yadifa (Eurid)
Knot DNS (.cz)
PowerDNS (www.powerdns.com)
OpenDNSSEC + SoftHSM (www.opendnssec.org)
ZKT (http://www.hznet.de/dns/zkt/)
Dnssec-tools (www.dnssec-tools.org)
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DNSSEC risinajumi:
komercialie

 BlueCoat,

Infoblox,

Secureb4,

Xelerance,

MS Windows 2008 R2
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Papildus nepieciesams

» regulari atjaunot RRSIG
* mainit un glabat KSK un ZSK




DNSSEC riki: tiessaiste

nttp://dnsviz.net - dnssec saisu un
problému vizualizésanal

hitp://dnscog.com — visparéjs DNS tests,
kas ieklauj arit DNSSEC parbaudi

http://dnssec-debugger.verisignlabs.com
http://www.dnssecmonitor.org
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DNSSEC riki

ntip://www.nlnetlabs.nl/projects/ldns/ - ldns-verify-zone —
parbauda parakstito zonas failu

tip:// www.opendnssec.org - auditor modulis (ruby)

Witp://www.verisignlabs.com/dnssec-tools/ - (DNSjava)

nttps://github.com/dotse/dnssec-monitor - (perl)

ntip://yazvs.verisignlabs.com - So Verisign lietojot savu zonu
parbaudém pirms publicésanas (perl)

nttp://www.vantage-points.oro/index.htm! - Monitoré DS un
dnskey atbilstibu atslégu rotésanas procesa (c++)

ntips://github.com/bortzmeyer/key-checker - key rollover
monitoréSanas skripts (python)

nttps://github.com/jpmens/nagval - nagios spraudnis (C)
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SSAC Advisory on Impacts of Content Blocking via the Domain Name System

SAC 056

SSAC Advisory on Impacts of Content Blocking
via the Domain Name System

ICANN Security and Stability
Advisory Committee

LSSAC

An Advisory from the ICANN
Security and Stability
Advisory Commitiee
(SSAC)

08 October 2012
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