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Latvian IT security system

Framework of the IT critical infrastructure protecti on

IT Security Incidents Response Institution (CERT.LV ) —
prevention and action in case of IT security incidents

IT security of state institutions and local governm  entinstitutions — basic
standards -

Electronic communications undert-aki_ﬁgs — ' Dasic standards
National IT Security Council: | ' i
sscoordination of the tasks and measures

sschaired by a representative of theMinistry of Tran  sport and
Communications, vice-chair — representative of the N ational Armed
Forces

s*members from Ministry of Environmental Protection an d Regional
Development, Ministry of Defence, Ministry of Forei  gn Affairs, Ministry
of Interior, Bank of Latvia, Financial and Capital Mar ket Commission,
CERT.LV and state security agencies

s*meets every three months or upon necessity
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Visualization of the Latvian IT security system
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Implementation of 13ain Latvia

Implemented by the Law On the Security of Information
Technologies

National regulatory authority — CERT.LV .
Basic elements for achieving security and integrity:
% provisions of the 13a

% action plan for the provision of continuous operatio n of Qﬁ“"“ 'NTe
networks 5\ ?.
« critical infrastructure protection systefn '% §
Secondary elements for achieving security and integrity : f"hJuMu 51,,&‘“

% automated reporting by CERT.LV
% «Responsible ISP»
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Low priority incidents
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High priority incidents in 2012 - 4038
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assets attempts
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S raising, education
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Majas  Darba Publiskas vietas leteikumi  Par drni'ibu Pasakumi

Temas

Ap un par drosibu (23)
Darba {16)

leteikumu lade (23)
Majis (24}

Notikumi pasaulé (1)
Pasakumi un notikumi (6)
Publiskas vietas (16)

Saisu lenta

Informacijas tehnolodiju
drosihas incidentu novérsanas
institicija — CERT.LV

LR Satiksmes ministrija

LV CSIRT iniciativa

Net-Safe Latvia Drosaka
interneta centrs

AKTUALIE RAKSTI

Publikaciju kalendars

maijs 2012
T P
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KA atpazit pikskerésanu?

CERT.LV

Jau iepriekEEjos rakstas par
pikskerésanu {"Pikikergsana jeb, k3
atdot savu naudu katram grikétajam” un
"3 padomi— kad pasargat sevi. .
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Notikumi pasaulé

Kas jazina. lai drosi lietotu
+draugiem.lv”™?

Sodien vairs neviens nerund par socidla
fiklu un portdlu augodo popularitat
pasauld. Tas jau ir noticis fakts! Pasaule
ir"socializejusies",.

! CERT.LV, NIG

Laipni 1ddzam mEjaslapd

ES| DROSS!

éTméjaslapa ir paredzEta ivienam,
kwr's riipéjas par sava datora
drosibu un saai drosibu interneta.
Majas lapu uztur Informacijas
tehinalodiju drodthas incidentu
novEréanas institdeija (CERT.LV un
tajd informaciias tehnoladiju
specialisti no LWCSIRT iniciativas
grupas sniedz padomus, dalas
pieredza, kK& armir gatavi athildet uz
Jdsu jautdjumiem par Jusu datara
drosthu un JOsu drogihu interneta.

Jaunakie raksti

Popular akie krapsanas veidi
internetd

Kadaviriesa datora Datorologs
uzgajis 110 virusus!

Parbaudi sava datora veselibu
pie Datorologal

K3 atpazit pikskerésanu?

Kas jazina, lai drosi lietotu
wifraugiem.h™?

Tmnmblkia bamantsei
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Currently on the agenda

Increase of frequency of national and international exerci ses
s the latest — «Snow Storm 2013» (February 2013)

* the first high level (the Cabinet of Ministers) exercise ( December 2012)
Involvement of volunteers:

% Civil volunteer league «DEG>3£IestabI'i§hed : =
< Military to be established (as a part of the Nation al —
Guard (Zemessardze))

Widening of awareness raising activities

Implementation of the National Security Concept

Draft Strategy of IT Security for 2013 — 2018

Draft memorandum of understanding with Estonia and Lithuan ia
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