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How to engage everyone? - CERT.LV
collaborations with ISPs, security
professionals and ordinary people

a, Slovenia
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Collaboration with ISPs

Establishment of Security Expert Group
Why it is so difficult?

Future plans
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Collaboration
with ISPs
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e All ISPs have to submit to CERT.LV
“Action plan for continuous operations”

 Reportto CERT.LV major incidents
« CERT.LV can request

T Security documentation
T Security audits

Disconnect of an end user
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e Good collaboration with ISPs
e More than 400 ISPs In Latvia...

» “Action plans” received from ~35
biggest

 Help to inform end users about infected
computers

e Collaboration on more serious incidents
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Individual approach

Examples for “Action plans”
Establishment of “Responsible ISP” sign
Mandate by the Law helps
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e |n collaboration with
NetSafe centre

« 6 MoUs signed so
far

e Public campaign in
October 2012
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« Collaboration on fight with % v

criminal pornography o
* Informing end users about
infections
e Some details for emails
specified

o Content filters available when
requested by user
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Security Expert
Group
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e Established in 2007 — just before the
events in Estonia

e Main goals
e Contact detalls exchange
* Information & experience exchange
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 People were very inactive
 Too few meetings
e Luck of trust

 Who is in this list?
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« Estonian example — Cyber Security
_eague

e |nterests of different Ministries in Latvia
e |nterests of CERT.LV
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« “Security Expert Group” — adjacent to
CERT.LV

 Cyber Security League — under the
Ministry of Defence

* People can participate in any of them or
both
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e DEG = on fire
e New charter and code of
ethics

 Monthly meetings

e Special rules on how to
join

e ~25 members
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Why It IS SO
difficult?
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CERT.LV incident statistics — low priority -
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o 2500-3000 infected unique computers monthly

« >400 ISPs

« Ordinary people care only if they loose money or
something else valuable
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Publiskas vietas {16)
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AKTUALIE RAKSTI

Ka atpazit piksker&sanu?

Jau ieprigkégjos rakstos par
pikskergsanu "Pikskerésana jeb, ka
atdot savu naudu katram gribétajam” un
"3 padomi— k& pasargat sevi.

Notikumi pasaule

Kas jazina, lai drosi lietotu
wdraugiem.lv™?

Sodien vairs neviens reruns par socidla
tiklu un portalu augodo popularitat
pasauld. Tas jau ir noticis fakis! Pasaule
ir"socializéjusies"...

Laipni lddzam majaslapa

ES| DROSS!

=0 majaslapa ir paredzéta ikvienam,
kurs riipéjas par sava datora
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Kas jazina, lai drosi lietotu
Hdraugiem.v"?




New colleague -
“Computerologist”

e Born in March @ E-skills
week

o Last performance — 12
May, EU Garden-party

e Twitter account




Future plans
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Next year — under the Ministry of Defence

New PR person — awareness raising
campaigns

More activities for Computerologist
Regional and thematic workshops
Active engagement of all sectors

Enhancement of technical skills
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Thank you!!l

http://lwww.cert.lv/
cert@cert.lv
baiba.kaskina@cert.lv
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