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* |Informacijas tehnologiju droStbas
Incidentu noversanas institticija

e Misija: “Veicinat IT droSibu Latvija”
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Darbojas saskana ar “Informacijas
tehnologiju droStbas likumu” kop$
2011.gada 1.februara

Darbibas uzdevumi un tiesibas tiek
delegétas Latvijas Universitates agentdrai
“Latvijas Universitates Matematikas un
iInformatikas instittts”

Finanséta no valsts budzeta
Visi pakalpojumi ir bezmaksas
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Monitorings
Reagésana
Palidziba
Izglitosana
Apmaciba
M patnieciba

itiem

.. .Mzrauga

Satiksmes ministrija
Politikas izstrade
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Valsts un pasvaldibu iestades
IT Kritiska infrastrukttra

Privatais sektors
— Elektronisko sakaru komersanti
— Finansu sektors

Nevalstiskas organizacijas
NBS

Starptautiskie partneri
— NATO, ENISA
— Citu valstu lidzigas instittcijas
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o Milzigs skaits incidentu zinojumu katru
dienu
e Augstas un zemas prioritates incidents

e Sadarbiba ar IPS
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Augstas prioritates incidenti — 1.ceturksnis - 998
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Kompromittas PikXkereSana Piekives lieguma Méstules Laundaligs kods lelausas Robotikli Citi
iekartas uzbrukumi meginajumi




Zemas prioritates incidenti — 1.ceturksnis —
Infekciju TOP10
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Robotu tiklos esoso datoru skaits joprojam liels
Inficésanas caur parlikprogrammam

Serveru uzlausanas, pikskerésana, piekluves
liegSanas uzbrukumi

Uzbrukumi sociali jatigos brizos
Laundabigas programmattras izplatiSana
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Latvian Electricity Grid Hacked !! So claims a Chinese Group
™ may 4, 2011 & crp 00 Go to comments  GJ Leave a comment

A recent post in the full disclosure list (FDL) claims that a Latvian Power Plant called
(Latvenergo RIGAS HES-2) has been hacked. the post is strikingly similar in its approach to the
recent FPL SCADA incident/Hoax.

Similarities:

-The FPL post was sent to the FDL at 8:22 (-7) PDT

-The RIGAS post was sent to the FDL at 8:48 (-7) PDT

-The FPL email that the hacker BGR sent me was sent from a Yahoo account, this time they
used Rocketmail.com (owned by Yahoo)

-Both started by posting real IPs owned by reportedly the victims

-Both posted Images/screen shots hosted at Imageshack.us

-Both pasted the Cisco router configuration files along with the passwords

The screen shots were taken from a windows PC that also shows a lotus notes mailbox named
(Leva Vaica).

I would assume from the pop up below that this is an Asus Laptop and not a desktop, since the
EPU-4 Engine is a mother board with integrated graphics mostly used in Asus Laptops for power
saving.
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Email Subscription

Enter your email address to follow this blog and
receive notifications of new posts by email.

CIIP Events Calendar

2011 - Qatar

@ Information Security in the Energy

Sector - Qatar

@ Meridian International CIIP Conference

® SCADA Security Scientific Symposium

[S4] ( 20-21 January) - Miami Beach

JFL.

@ Meridian 2009 (CIIP)
(http://www.meridian2009.0rg)

® SCADA & Control Systems Security

Summit - IQPC

(www.scadasecuritysummit.com)

George Mason CIP Reports
(Monthly)

@ Invitation to attend X-SCM: The New
Science of Extreme Supply Chain

Management Conference

@ Washington DC's Preeminent

Government & Business Continuity
Thought Leadership Event is Back!

@ The CIP Report: March 2012 - Critical

Manufacturing Sector

Okamalo Security Watch

@ End of Year Security Reports, The

Complete List
@ GSM Security, 2011

Ad Networks Drive-by Download attack

IV\/
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LETA incidents

;'webcache.guugleuserc... b4

& C

(0) webcache.googleusercontent.com/searchig=cache: obvTPRUHILE Jwww. leta lv/+leta lvicd=1 &hL=L'u'&ct=chit?l &,

Stir Google http: fwww.lata. v/ keSatmina. Sis ir lapas momentuznEmums, k3da ta ir paradijusies 27 apr 2011 08:33:13 GMT.
Pasreiz&|3 lapa laika gaitd, iespéjams, ir mainfjusies. Plagaka informacija

Sie vaicdjumi paradas tikai saités, kas nordda uz So lapu; leta v Tikai teksta wersija

Dargie kole gy, pirms publicet apshaubamu specialistu viedolglus par nelielu serveru hostingu kompanjam un diskoutetu par komp etenci,
iehiektu tomer parskatt sho nomelnojosho znu saturu, un parstat publicet shos azvamojoshos reklamrakstus. K a redzat- nekas nav
drosh un nevzlauzhams- JA vajag, tapec nevajag lekt augstak par savu d. Faldies par uzmambu. Hakens Atsauce
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Delfi iIncidents

Piektdiena, 20. aprilis (2012} 19:55

Riske "sakert" datorvirusu, ja pielausi
gramatiskas kludas portala nosaukuma
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Delfi iIncidents

2} Windows Security Warning - Microsoft Internet Explorer |._|[E||z

>

File Edit “ew Favorites Tools  Help .
@Back - \19 B @ {;] j_j Search ‘?/"'D:S»‘Fayorites @, L:i:v :;: & - _J @f ﬁ ‘3

Address | @] http: fjdetectioninfectioncustadian  com/ 39f675a0d39279b6/4) VB |tnks?

i

System fold
System Tasks M

Wiew systemn information
: |- Shared Documents l"j Iy Dacuments

D Al airarant e irogrant; | 9 6 Spyware found @ 7 Spyware found

E} Change a settings

Hard drive b

Other Places E_E';_“.'“a Hard drive (C:)

9 78 Spyware
‘g My Metwork Flaces found

My Docurnents Security

) Shared Documents %= Windows Security Alert rz|

Windows Secure Kit

[} Control Panel

Security is affected by spywarg _
To help protect your computer, Windows Web Secure

Kit have detected Trojans and ready to remove them.

Details =
My Eomput_e_r
System Folder Detected spyware and adware on your computer: Filename:
@ Adware.Win32.Winad ninise. dat |
9 W3z.Yaha.B@mm emptyregdb.dat |
Mame g Magic D¥D Ripper mpr.dll 3l
@ Trojan Horse TRC @ Tro?an—P_SW.WinSZ.LdPinch.ahm ieakui.di W
e Adware.Win3z.Look2me Q Trojan virtumonde SET3.Emp
@ Trojan.Fakealert.355 country, sys L)

@ Trojan.Qoologic - Key Logger

g:::::::;tz:::de L Remove all ] [ Cancel J
P-4

thraugh Inkernet connection and send thern bo ks creater, Gather
information can be passwords, e-mail adresses and all that data, which is
important for you.

7. Spyware is software, which can gather information from user's computer
Recommend: Click "Start Protection” butto @

&] Done ) Internet
+4 Start i : o i & 70
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| i |https Jforlineregister.comy

1

setup

Cardhalder Name
or
Mame on Card =

Email *

Card Mumber =

Expiration Date = ]m v] i1z -
Manth, MR Year MY

CWEZCWWE ™

CVV2 - the last 3 digits in the
signature panel

Credit Card Number

FPhane Mumber;
Wiith country and area
code

index

Pleaze fill in the telephone number using the
following pattern: N

F3 (RN HAE-HH300 or KOO0 KK Plaase
make sure that you've inserted telephone number
correckhy

‘4 start

&2 VISA = Vernen

Address:

country,  |United States
State: | Outside UsA
City:

ZIF/Fostal cocle:

Please lzave this feld blank
if Your country doesnt Lse
ZIP or Postal codes

Subscription term =

6 Month $74-85 -
1 Year $82-35 - $59.95

i@ Lifetime $H

Iv Lifetime support
Total: 98.90 USD

Mt required cbligatory

-$19.95

$49.95

-$79.95 & Bestoffer

4:49 AN
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Neatliekamas mediciniskas palidzibas dienesta
Incidents

Mirror saved on: 2011-10-22 17:00:38

Notified by: Over-X Domaln: http://www.nmpd.gov.lv/in siteftemplates/output IP address: 92.240.65.137 ==
foutput.tpl
System: Linux Web server: Apache Motifier stats

This is a CACHE (mirror) page of the site when it was saved by our robot on 2011-10-22 17:00:38

Hacked By Over-X THNX TO : indoushka & jago-dz & ked ans
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Mirror saved on: 2011-03-09 01:41:02

Notified by: iskorpitx Domaln: hitp://www.vas.gov.lv/templates/beez/index.php IP address: 92.240.65.137
System: Linux Web server: Apache MNotifier stats
This is a CACHE (mirror) page of the site when it was saved by our robot on 2011-03-09 01:41:02

by iskorpitx
O BiR KRAL

hackerler vurur lamerler inler!!
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Mirror saved on: 2011-12-22 18:54:10

Motified by: LatinHackTeam Domain: http://rpp.riga.lv IP address: 213.175.125.78 ==
System: FreeBsD Web server: Apache Motifier stats

This is a CACHE (mirror) page of the site when it was saved by our robot on 2011-12-22 18:54:10

e S T

] (_Zelu olicijas parvalde
m Udenslideju, glabeju un civilas aizsardzibas nodala

e Arhivs
o Informacija medijiem

Reklamkarogs

Reklamkarogs
Reklamkarogs
Reklamkarogs
h4x0r3d by LatinHackTeam

h4x0r3d by LatinHackTeam
follow us at @infektl @LatinHackTeam

- — — — - - — - — — — —
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* Pikskerésanas incidenti
 |dentitates zadzibas
* Pieredzes apmaina
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nra. V bt g iyl Saule lec 06:18, riet 20:31

Gudrite, Strauja

Sakums Riga BEE1S0EE Pasaulé Ekonomika Sports Izklaide Viedok|li Foto

Latvija - Kriminalzipas | 20.jdlijs 2011, 13:25 I;‘;l I__E__I Rakstit é& |
Portals nra.lv Drukat | Komentst | redakcijai

DnB Nord Banka bridina par viltus e-pasta |
vestulem
DnB NORD Banka bridina, ka bankas klienti, ka ari ar banku nesaistiti cilveki ir sap@musi viltus

e-pastus, kas nosititi it k& DnB NORD varda. Banka aicina neveikt nekadas darbibas e-pasta
noraditaja interneta vietn& un So e-pastu dz8st.

Cilvekiem [zsatiti viltus e-pasti ar saiti uz interneta vietni, kura tiek prasits ievadit internetbankas
lietotdja datus - ieejas vardu, paroli un kodus, Interneta vietne, uz kuru ved saite no viltus e-pasta,
p&c sava vizudla noform&juma ir oti lidziga Tstajal internetbankas INORD ieejas lapal.

Banka uzsver, ka nekad nesita S3da veida e-pastus un nelldz no klienta datus, kas nepiecieSami
internetbankas lietosanai (paroles un kodus). DnB NORD Banka atgadina, ka iek|Ot internetbanka l
iNORD var no bankas majas lapas www.dnbnord.lv vai ari, lietojot tieSo adresi https://www.inord.v.

Sis krapsanas veids pasaulé ir pazistams ar apzim&jumu ,phishing”. Krapnieki, izsitot $ddus
e-pastus, mégina maldinat cilvEkus un launpratigi izvilingt konfidencidlu informaciju no banku l
klientiem.

Ja bankas klientiem rodas Saubas par kadu savu darfjumu, no bankas sanemtu e-pastu, vastuli vai |
zvanu, DnB NORD Banka lidz nekavEjoties sazinaties ar banku (e-pasts: info@dnbnord.lv, talr
1880). DnB NORD Banka rupé&jas par savu Klientu drosibu, tada| jebkura sikaka informacija par I

e o T e b e e N B T o e W B e B . s T i 2 %
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[H‘.H DNB Internet bank -
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@« | dnb.lv | http:ﬁsderiz.rr.nu,fib.dnb.lu,floginjrid_login.phﬂ

v | [Mv Google

Ql &

ENG | RUS

darboties diennakts
refima

»Izmainas bankas
notelkumos no
26.03.2012

» DNB internetbanka sak

INTERNETBANKA

¥ leiet - ¥ Kontakti
Ieejas vards | gamo |

# Cenradis i e is: 1880

17 1880
» Lietotaja instrukcija

< E-pasts

» Majas lapa leejas parole | 99000000 | info@dnb.iv
SAlEAT Atslzga/Kods (03) | 0000008 |

COMMFADES
ul2

ABOUT S5L CERTIFICATES

DNB|

T

PETTIRN

simala &
Vairak Seit

IV\/
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Uzbrucéja saskarne — Zeus robotu tikls

CP :: Summary siatislics

Inbormation:
?mmm“; 013011 Total repods o database: Bray
QT fime; 12.51.41 Time of {irei acowmy: .
Statisties: Tolal bats 6083
Total actime bolsin 24 hoors 54 90% - 3348
R Minima! version of bot Ay
o8 Wil vessian of bat: Aray
Batnet:
-
Feporin:
Searh i datahase <
_— RE—
TR i 442
Sysiem. Narea, Republe of 908 || Korea, Republic of 157
Informatian Lininown 814 || Ausivia ar
Usars Ausiria 207 || Linknown &8
Switrerand 213 | | Netherands 26
Had Parit 123 | | Switzeniand 21
Haly 43 | | Belgiwn 17
pethemanas 75 || Spain ]
Spain 69 | | France 7
Chie 50 || fraty 7
Unifted States 45 | | Potang ]
Beiglm 44 | | Incta a
Ecuador A5 | | Tamsan 5
France 31 || Unied Siates 4
Mexico 27| | Pany 3
Amgenting 27 || Turkey 3
Tistkey 23 | | Thatend 3
Taman &2 | | Siovenia k|
United Kinpgom 21 || Russian Fegermtion 2
Codombia &1 | | Siovakia 2
Poland 18 || Seba 2
Thamno 15 | | Ecuador z
Russian Fedemtion 13| | Ghite &
Coach Republc 12 || Agentna 2
Serbia 11 | | Czech Repibic 2
inclia 10 | | Mungary 2
Japon 7| | Mongokz 1
i, lsiame Repubic of 9| | man, fslamic Repubie of 1
Slovemiz 8 | | Jopaw 1
Venezusts 7 || Sosnia and Hemegoving 1
Laspne T | | doncan I
Fomaniz B | | Ciima 1
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Starptautiska sadarbiba — uzbrukums Azerbaidzanal

Re: [1st-t] Helpdesk functionality ' : 10/19/2011 12:55 PM

.- Re: [1st-1] Attack!!! Urgent HELP needed!!! < hillar o 04/22/2012 07:41 PM
Re: [1st-t] Attack!!! Urgent HELP needed!!! ¢ SWO@us-cert.gov ¢« 04/22/2012 08:24 PM
(i Re: [1st-t] Attack!!! Urgent HELP needed!!! = first-teams-owner@lists.first.org o 04/22/2012 09:09 PM
@ Re: [1st-1] Attack!!! Urgent HELP needed!!! o Varis Teivans o D4/22/2012 09:18 PM
Re: [1st-t] Attack!!! Urgent HELP needed!!! < Brian Honan o 12:00 AM
Re: [1st-t] Attack!!! Urgent HELP needed!!! @« Chad Greene « 02:22 AM
Re: [1st-t] Attack!!! Urgent HELP needed!!! ¢ mizamil - 06:13 AM
Re: [1st-t] Attack!!! Urgent HELP needed!!! E} « Khalifa Al Shamsi « 08:15 AM
Re: [1st-t] Attack!!! Urgent HELP needed!!! « Rohana Palliyaguru ~ 0DB:56 AM
frorm CERT.GOVMAZ <first-team@cert.gov.az=1"
subject [1st-t] Attack!!! Urgent HELP needed!!!
to 'FIRST Secretariat’ <first-sec@first.org>i7
cc first-teams@first.org’ othet

Dear 5irs,

I would like to inform you about the DDOS attack that we faced on
18/Apr/2012:19:59:18 +0500 - 18/Apr/2012:20:14:51 +0500 and on
1B/Apr/2012:20:43:54 +0500 - 18/Apr/2012:20:57:37 +0500

During this attack the followlng proxy servers were used:

Attackers' ips (proxy servers)

174,121,134, 34 - UNITED STATES, TEXAS, DALLAS - THEPLAMET.COM INTERNET
SERVICES INC

209,140,23,180 - UNITED STATES, TEXAS, FULSHEAR - LANDIS HOLDINGS INC
66,148,120,124 - UNITED STATES, NEVADA, SPARKS - HOPOME INTERMNET
CORPORATION

184,172,176.54 - UNITED STATES, TEXAS, DALLAS - THEPLAMET.COM INTERNET
SERVICES INC

[E| Chartinfo of... attack.xlsx  Country list of Attackers.txt  Ip list of ddos attacking.txt  Part 1.5
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Politiskas situacijas saasinajumi
Mérkétie uzbrukumi
Launatdras izplatiSana no uzlauztajam lapam

Pikskerésanas u.c. uzbrukumu ticamibas
palielinasanas
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Informacijas tehnologiju drosibas attistibas
stratégijas projekts

nformativa zinojuma projekts par
Kriminallikuma un Latvijas Administrativo
narkapumu kodeksa ietverta tiesiska reguléjuma
nietiekamibu attieciba uz nodarijumiem, kas
pastradati elektroniskas informacijas telpa un
oret informacijas tehnologijam

Saprasanas memorandu projekti ar
starptautiskajam organizacijam un citam valstim
Brivpratigo informacijas tehnologiju specialistu
lesalistisana
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Latvijas izvélétais celS — droSiba caur
sadarbibu

T drosSibas Iimeni valsti var paaugstinat tikai
Kopigiem spékiem

T drosibal jakltst par katra ikdienu

_letotaji jaturpina izglitot un ieinteresét IT
drosiba
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o Paklautibas maina — turpmak Aizsardzibas
ministrija

e Svarigi turpinat visu iesakto un nemainit
galvenos principus
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Paldies par uzman 1bu!

http://www.cert.lv/
cert@cert.lv
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