Rekomendacijas auditéSanas iestatijumiem Windows doména

infrastruktira

(Materials paredzéts MS Windows doménu administratoriem)

CERT.LV pastavésanas laika esam noveérojusi, ka situacijas, kad organizacijam / uznémumiem ir
nacies saskarties ar realu IT dro§ibas incidentu, nereti pietriikst informacijas to risinasana.

Viens no pamatuzdevumiem, droSibas incidentu risinasana ir auditacijas pierakstu analize. Diemzél
jaatdzist, ka biezi vien iestadei / uznémumam ieraksti ir, bet tie ir nepilnigi t.i. svarigakas komponentes, kas
varétu palidz&t saprast, kad un kas ir noticis, un, ka tiesi notikumi ir attistijusies, netiek zurnal&tas (japiemin,
ka péc noklus&juma Microsoft Windows dalu no loti kritiskam auditacijas komponentém ir izslédzis). Tapéc
CERT.LV ir izstradajusi minimalas icteicamas prasibas auditacijas iestatijumiem — balstoties gan uz pasu
pieredzi, risinot incidentus, gan nemot véra padomus no citu valstu CERTu kopienam, gan pasa Microsoft

rekomendacijam.

Sagatavosanas un izpéte

! PEC NOKLUSEJUMA WINDOWS ZURLNALFAILU IZMERI NEPARSNIEDZ 20MB. BRIDI, KAD IR JAVEIC
INCIDENTA IZMEKLESANA AR SO APJOMU NEPIETIEK, JO VESTURISKIE NOTIKUMI JAU IR PARRAKSTITI AR
JAUNIEM, KA REZULTATA PILNVERTIGI IZMEKLET INCIDENTU IR LOTI APGRUTINOSI VAI PAT NEIESPEJAMI.
IZNEMUMS IR GADIJUMI, KAD ZURNALFAILI TIEK PARSUTITI UZ ATSEVISKU SERVERI JEB AUDITACIJAS
IERAKSTU KOLEKTORU/SIEM RISINAJUMU, TAD VAR ATSTAT ARI NOKLUSEJUMA VERTIBAS.

1.) Ieteicami sekojoSi lokalo Zurnalfailu izmeéri (ka minimums):

Application — 256 MB

System — 256 MB

PowerShell —1 GB

Security — 1 GB darbstacijas un 2 GB serveros

Sysmon — 1 GB (Sysmon jeb System Monitor ir Microsoft izstradats riks, kas nodrosina lielaku redzamibu
par Windows iekarta notikusajam darbibam neka noklusétie Windows auditéSanas ieraksti. Stingri aicinam
uznémumus un organizacijas ieviest §1rika izmantosanu. Sysmon auditacijas pierakstus saglaba
Applications and Services Logs/Microsoft/Windows/Sysmon/Operational jeb

"SYSTEMDRIVE\Windows\System32\winevt\Logs\Microsoft-Windows-Sysmon%4Operational.evtx’)

Application, System un Security zurnalfailu izmé&rus var konfigurét ar $adam grupu politikam:
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Application

Group Policy Management Editor ---> Computer Configuration -> Policies -> Administrative Templates ->
Windows Components-> Event Log Service-> Application -> Specify the maximum log file size (KB) - >
Enabled

Options: Maximum Log Size (KB): 262144

System

Group Policy Management Editor ---> Computer Configuration -> Policies -> Administrative Templates ->
Windows Components-> Event Log Service-> System -> Specify the maximum log file size (KB) - >
Enabled

Options: Maximum Log Size (KB): 262144

Security

Group Policy Management Editor ---> Computer Configuration -> Policies -> Administrative Templates ->
Windows Components-> Event Log Service-> Security -> Specify the maximum log file size (KB) - >
Enabled

Options: Maximum Log Size (KB): 1048576 vai serveros 2097152

P.s. Pargjiem zurnalfailiem nevar nomainit izméru ar standarta grupu politiku templates, to ir iesp&jams
izdarit, bet nepiecieSams uzstadit papildus Adminsitrative Templates vai izveidot jaunas Windows registra
vertibas. VEl ka variants var bt bat vai Powershell skripta palaiSana pie sistémas iestartéSanas vai ar planoto
uzdevumu, kas izmanto Windows iebuiveto komandu wevtutil.

Pieméram:

# Komanda, kas defin€, ka Powershell zurnalfaila maksimalais izmeérs ir 1GB

wevtutil sl Microsoft-Windows-PowerShell/Operational /ms:1073741824

# Komanda, kas defing€, ka Sysmon zurnalfaila maksimalais izmérs ir 1GB

wevtutil sl Microsoft-Windows-Sysmon/Operational /ms:1073741824

2.) Windows zurnalfailu arhivésana

Zurnalfailus nepiecie$ams arhivét, ja vien tie netiek siititi uz iekartu, kas tos uzglaba un apstrada centralizati.
Kad ieprieks definétais zurnalfaila izmérs biis sasniegts, visi taja registrétie ieraksti, sakot ar senakajiem, tiks
pakapeniski parrakstiti ar jauniem, ta rezultata, iesp&jams, svariga informacija, kas var noderét incidenta
izmeklesana, tiks zaud&ta. Lai no $adam situacijam izvairTtos, ir iespéjams veidot Zurnalfaila arhivu.
Maksimalo izméru sasniegusie faili tiks parsaukti par Archive-[kanalanosakums]-[datums] un to dati

nepazudis. Tomer janem vera, ka Sie arhivi automatiski netiek dzesti vai parrakstiti, tapec jau laikus
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nepieciesams padomat par pietiekamu cieta diska ietilpibu (tas varétu bit arT ar&js datu nesgjs).
Arhivésanu var konfigurét ar grupu politiku palidzibu sekojosi (nepiecieSams iesp&jot divas politikas un
katram Zurnalfailam atseviski):

Group Policy Management Editor -> Computer Configuration -> Policies -> Administrative Templates ->

Windows Components-> Event Log Service-> Security -> Backup log automatically when full -> Enabled

Group Policy Management Editor -> Computer Configuration -> Policies -> Administrative Templates ->
Windows Components-> Event Log Service-> Security -> Control Event Log behavior when the log file

reaches its maximum size -> Enabled

Var izmantot ari komandrindas riku wevtutil:

wevtutil sl Security /rt:true /ab:true

1! MINISTRU KABINETA NOTEIKUMI NR. 442 NOSAKA, KA SISTEMAS AUDITACIJAS PIERAKSTU VEIDOSANA UN
UZGLABASANA IR JANODROSINA VISMAZ SESUS MENESUS PEC IERAKSTA IZDARISANAS, VAI, PAAUGSTINATAS
DROSIBAS SISTEMAM 18 MENESUS PEC IERAKSTA IZDARISANAS.

3.) Parliecinamies, ka doména ir iespéjota politika, kas neparrakstis paplasinatas auditacijas
pierakstu vertibas (vértibas ir noraditas dokumenta turpinajuma):

Group Policy Management Editor ---> Computer Configuration -> Policies -> Windows Settings ->
SecuritySettings -> Local Policies ->Security Options ->

“ Audit:Force audit policy subcategory settings (Windows Vista or later) to override audit policy category

settings” -> Enabled.

Vairak par $is politikas nozimi un ka to iespéjot var lasit Seit: https://docs.microsoft.com/en-us/windows-

server/identity/ad-ds/manage/component-updates/command-line-process-auditing#to-ensure-that-advanced-audit-

policy-configuration-settings-are-not-overwritten

4.) Komandrindas notikumu auditéSana:
Group Policy Management Editor ---> Computer Configuration -> Policies -> Administrative Templates ->

System->Audit Process Creation -> Include command line in process creation events -> Enabled

5.) PowerShell notikumu auditéSana:
Group Policy Editor ---> Computer Configuration -> Administrative Templates -> Windows Components- >
Windows PowerShell -> Turn on PowerShell Script Block Logging -> Enabled

e Turnon Powershell Script Block Logging*
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e Turn on Module Logging*
e Turn on Powershell Transcription — péc nokluséjuma dati glabasies lietotaja “My Documents” mapg,
bet ir iesp&jams noradit pasu izvéletu direktoriju. Sos datus ieteicams monitorét centralizeti.

6.) Noderigas utilitprogrammas (iebiivétas MS OS un kuras var palaist no komandrindas interpretatora jeb
cmd.exe):

AUDITPOL.exe: Lietojam So utilitprogrammu, lai parskatitu pasreiz&jos zurnal€Sanas uzstadijumus.
Pieméram, lai apskatitu, kads ir esoSais stavoklis visas audita kategorijas un to apakskategorijas:

AuditPol /get /category:*

REG.exe: Lietojam $o utilitprogrammu, lai veiktu dazadus vaicajumus registra — Seit pieminétie registru celi
ir labs sakums, lai saprastu, ko tie$i monitorét no registra (popularas vietas, kur ,,dzivo” launatiira).
Pieméram:

Izmainas Applnit_DIIs —

reg query "HKLM\Software\Microsoft\Windows NT\CurrentVersion\Windows" /v AppInit Dlls
Izmainas Servisos —

reg query "HKLM\System\CurrentControlSet\Services"

Izmainas Machine Run atléga —

reg query "HKLM\Software\Microsoft\Windows\CurrentVersion\Run”

Izmainas Machine RunOnce atslega —

reg query "HKLM\Software\Microsoft\Windows\CurrentVersion\RunOnce”

Izmainas User Run atslega -

reg query "HKCU\Software\Microsoft\Windows\CurrentVersion\Run”

Izmainas User RunOnce atslega —

reg query "HKCU\Software\Microsoft\Windows\CurrentVersion\RunOnce”

P.S. Runun RunOnce registra atslegas — programma tiek palaista ikreiz, kad lietotajs piesakas sistema

(log on)

SC.exe: Lietojam $o utilttprogrammu, lai parskatitu servisus. Pieméram:
AtgrieZ visus servisus jebkura stavoklt —

sc.exe query state= all (Jaatceras par atstarpi aiz = zimes)
Atgriez konkrétu servisu —

sc.exe query state= all | find /I "telnet"
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Paplasinata auditacijas konfiguracija Windows domeéna kontrolleri

Group Policy Management Editor -> Computer Configuration\Policies\Windows Settings\Security Settings\Advanced
Audit Policy Configuration\Audit Policies

Audit Category Audit Subcategory Success Failure

Credential Validation* + +

Kerberos Authentication Service*

Account Logon
8 Kerberos Service Ticket Operations*

+
+
+

Other Account Logon Events

Computer Account Management

Distribution Group Management

Account Management Other Account Management Events

Security Group Management

User Account Management

DPAPI Activity

|+ |+ |+ [+ ]+ ]+

PNP Activi
Detailed Tracking NP Activity

Process Creation (var aizvietot ar
Sysmon**)

+

Directory Service Access*
DS Access y

Directory Service Changes*

Account Lockout

Group Membership

Logoff

L Logoff
ogon/Logo Logon

Other Logon/Logoff Events

|+ [+ |+ [+ +]|+

Special Logon

Audit Registry (var aizvietot ar
**%\) _ va ;

Object Access Sysmon**) ’Velams monitored N

konkrétas registra atslégas citadi

biis gruti atrast vertigo info.

Audit Detailed File Share +

File Share* + +

Audit Sam*

+

Audit Other Object Access Events

+
+

Audit Policy Change

Authentication Policy Change

Policy Ch
ouey Lhange Authorization Policy Change

MPSSVC Rule-Level Policy Change

Privilege Use Sensitive Privilege Use*

Other System Events

Security State Change

System - -
Security System Extension

|+ |+ |+ |+ ]| +]+
+

System Integrity
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Paplasinata auditacijas konfiguracija Windows serveriem

Group Policy Management Editor -> Computer Configuration\Policies\Windows Settings\Security Settings\Advanced

Audit Policy Configuration\Audit Policies

Audit Category

Audit Subcategory

Success

Failure

Account Logon

Credential Validation

+

+

Other Account Logon
Events

+

+

Other Account
Management Events

Security Group
Management

User Account Management

Detailed Tracking

DPAPI Activity

PNP Activity

Process Creation (var
aizvietot ar Sysmon**)

Logon/Logoff

Account Lockout

Group Membership

Logoff

Logon

Other Logon/Logoff Events

Special Logon

+ |+ |+ +

Object Access

Audit Detailed File Share (failu
serverl *)

File Share (failu serveri*)

Audit Other Object Access Events

Audit Registry (var aizvietot ar
Sysmon**) - vélams monitored
konkrétas registra atslégas citadi
biis griti atrast vertigo info.

Audit Sam

Policy Change

Authentication Policy
Change

Audit Policy Change

MPSSVC Rule-Level Policy
Change

Privilege Use

Sensitive Privilege Use*

System

Security State Change

Other System Events

Security System Extension

System Integrity

+ |+ |+ |+
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Paplasinata auditacijas konfiguracija darbstacijam (Windows 7, Windows 8,

Windows 10)

Group Policy Management Editor -> Computer Configuration\Policies\Windows Settings\Security

Settings\Advanced Audit Policy Configuration\Audit Policies

Audit Category Audit Subcategory Success Failure
Credential Validation + +
Other Account Logon Events + +
Account Logon Other Account Management .
Events
Security Group Management +
User Account Management + +
DPAPI Activity + +
PNP Activity +
Process Creation (var
Detailed Tracking aizvietot ar Sysmon** un ir pat
ieteicams, jo Sysmon registré vairak +
detalu, pieméram, palaista procesa
HASH vértibu)
Account Lockout +
Group Membership +
Logoff +
Logon/Logoff
Logon + +
Other Logon/Logoff Events + +
Special Logon +
Object Access Audit Detailed File Share +
File Share + +
Audit Other Object Access
Events * '
Audit Registry (var aizvietot
ar Sysmon**) - vélams monitored
konkrétas registra atslégas citadi *
bis griiti atrast vertigo info.
Audit Sam +
Policy Change Audit Policy Change +
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Authentication Policy Change +
MPSSVC Rule-Level Policy

Change *
Privilege Use Sensitive Privilege Use* + +
Other System Events + +

Security State Change +

System

Security System Extension +

System Integrity + +

* izveidos apjomigu ierakstu skaitu

** https://docs.microsoft.com/en-us/sysinternals/downloads/sysmon

Sysmon iesakam izmantot kopa ar So konfiguracijas failu, kas bis ka labs sakums, bet laika gaita to noteikti

var papildinat péc konkrétas organizacijas vajadzibam - https://github.com/SwiftOnSecurity/sysmon-config

Il JAUZSVER, KA KATRA INFRASTRUKTURA IR INDIVIDUALA UN NOTEIKTI, JA NE PEC KATRAS

APAKSKATEGORIJAS IESLEGSANAS, TAD VISMAZ TAS KURAS IR ATZIMETAS AR *, IR RUPIGI JAIZVERTE

GENERETAIS IERAKSTU APJOMS UN PIEEJAMIE RESURSI — SEIT VAR NAKT TALKA SYSMON AR

KONFIGURACIJAS FAILU, KURA VAR PIEVIENOT DAZADUS IZNEMUMUS, LAI APJOMU SAMAZINATU.

Noderigas piezimes:

1.) Péc noklus€juma dazi no zurnalfailiem neuzrada nekadus notikumus, jo tie ir izslégti. Svarigakie

no tiem ir uzskaititi zemak redzamaja attela.

4 | Authentication
[ ] AuthenticationPolicyFailures-DomainController |
=] ProtectedUser-Client
] ProtectedUserFailures-DomainController
| | ProtectedUserSuccesses-DomainController

» Protected users (if configured, on DCs only)
» LSA (Local Security Authority) 4 (] DNS Client Events

0 tional
» [IS web server E| Dicatioss |

» DNS client [T

& Diagnostic
£] Operational
£4] Performance
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Lai notikumu registréSanu iesp&jotu, var izmantot komandrindas riku wevtutil:
wevtutil sl Microsoft-Windows-LSA/Operational /e:true
Tomer, ja &rtak ir izmantot Windows OS grafisko interfeisu, tad ir jaatver Event Viewer un ar labo peles

klikski uz izveletas apakskategorijas ir jauzspiez ,,Enable Log”.

4 | Authentication
i1 AuthenticationPolicyFailures-DomainController
] ProtectedUser-Client
] ProtectedUserFailures-Domg = nmbesiinn :
£ ProtectedUserSuccesses-Do Open Saved Log...

b | Authentication User Interface Create Custom View...
p | BackgroundTaskinfrastructure Import Custorn View...
p | Backup

p | Base-Filtering-Engine-Connecti Stearl og.

p | Base-Filtering-Engine-Resource Filter Current Log...

b | BestPractices Analyzer Properties

p | Bits-Client | EnsbleLiog

SopLid DL ann

Reizém noderiga informacija ir pieejama Analytic, Debug vai Trace ierakstos, bet, lai tie biitu
pieejami, tos ir speciali jaatzimé pie Event Viewer vai Server Manager ar View-> ,,Show Analytic and
Debug Logs” opciju: Tapat tagad redzamas sadalam ir vél papildus jaiespgjo (ieprieks aprakstits ka Enable

Log). P&éc nokluséjuma Analytic, Debug un Trace notikumi ir paslépti un izslegti.

ks Server Manaaer

File Actifin | view Help

4= @ | J v Show Analytic and Debug Logs
# | EnrollmentPolicy'WwebService
@ 5 EnrolmentwebService Mame Type Mumber of Events | Size
@ ] EventCollector Administrative Administrative 0 68 KB
& | Eventlog-ForwardingPlugin Analytic Analytic Nfa 0 Bytes
@ ] FMs Debug Debug NiA 0 Bytes
~| Folder Redirection Operational Operational 9 68 KB
| GroupPolicy
| Help
" HomeGroup Control Panel
1 HitpService
(SRR 115-Configuration

& Administrative

2| Analytic
| Debug
[+ International

2.) Ieslegt MS Windows DNS servera debug logging. Sie auditacijas pieraksti var bitiski palidzet

noskaidrot, no kuras doména iekartas ir noticis konkréts DNS pieprasijums un, tas ir svarigi, Jo CERT.LV
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regulari izsiita bridinajumus par kiberdrosibas apdraud&umiem un §is bridinajums var biit par jiisu
organizacijas/uznémuma IP adresi, ka rezultata ir janoskaidro gala iekarta, kura, iesp&jams, ir inficéta ar
datorvirusu. Japiezimé, ka S0 ierakstu ieslégSana var biitiski ietekmét servera resursu noslodzi un aiznemt

papildu atminu, tapec par So jau ieprieks ir japadoma un japarbauda ietekme uz serveri.

3.) Citi noderigi Windows auditacijas pieraksti. Ieteicamais apjoms vismaz 128MB, bet, ja resursi

atlauj, tad noteikti var saglabat lielaka apjoma:

Microsoft-Windows-Windows Defender/Operational
Microsoft-Windows-Bits-Client/Operational
Microsoft-Windows-Windows Firewall With Advanced Security/Firewall
Microsoft-Windows-NTLM/Operational
Microsoft-Windows-Security-Mitigations/KernelMode
Microsoft-Windows-Security-Mitigations/UserMode
Microsoft-Windows-PrintService/Admin
Microsoft-Windows-PrintService/Operational (péc noklus€juma izslegts)
Microsoft-Windows-Security-Mitigations/UserMode (péc noklus€juma izslégts)
Microsoft-Windows-PrintService/Operational
Microsoft-Windows-SmbClient/Security
Microsoft-Windows-AppLocker/MSI and Script
Microsoft-Windows-AppLocker/EXE and DLL
Microsoft-Windows-AppLocker/Packaged app-Deployment
Microsoft-Windows-AppLocker/Packaged app-Execution
Microsoft-Windows-CodeIntegrity/Operational
Microsoft-Windows-Diagnosis-Scripted/Operational
Microsoft-Windows-DriverFrameworks-UserMode/Operational
Microsoft-Windows-WMI-Activity/Operational
Microsoft-Windows-TerminalServices-LocalSessionManager/Operational

Microsoft-Windows-TaskScheduler/Operational (p&c noklus€juma izsleégts)
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Neskaidribu gadijuma papildu informacija pieejama Seit:

1.

Detalizétak par paplaSinatas auditacijas iestatijjumiem, to nozimi -
https://docs.microsoft.com/en-us/windows/security/threat-protection/auditing/advanced-security-
audit-policy-settings

Jautajumi un atbildes par paplasinato auditacijas konfiguraciju - https://docs.microsoft.com/en-
us/windows/security/threat-protection/auditing/advanced-security-auditing-fag

Utilitprogramma Wevtutil.exe - https://learn.microsoft.com/en-us/windows-
server/administration/windows-commands/wevtutil

Utilitprogramma Auditpol.exe - https://learn.microsoft.com/en-us/windows-
server/administration/windows-commands/auditpol

Utilitprogramma Reg .exe - https://learn.microsoft.com/en-us/windows-
server/administration/windows-commands/reg

Utilitprogramma Sc.exe - https://docs.microsoft.com/en-us/previous-versions/windows/it-
pro/windows-server-2012-r2-and-2012/cc754599(v=ws.11)

Komandrindas notikumu audité$ana - https://docs.microsoft.com/en-us/windows-
server/identity/ad-ds/manage/component-updates/command-line-process-auditing

PowerShell notikumu auditeé$ana - https://www.fireeye.com/blog/threat-

research/2016/02/greater visibilityt.html

Informacija par to, ka veidot atseviSku serveri (kolektoru) auditacijas ierakstu uzglabasanai ar
Windows iebiivéto funkcionalitati Event Forwarding: https://docs.microsoft.com/en-
au/windows/security/threat-protection/use-windows-event-forwarding-to-assist-in-intrusion-detection
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