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- Process memory isolation
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Drosibas arhitektdra

* Zema
- Kerne
- Proc
* Viss ir slikti
- sliktak nevar but
- atpakal 90.gados




fAn error has occurred. To continue:

Press Enter to return to Windows, or

Press CTRL+ALT+DEL to restart your computer. If you do this,
you will lose any unszaved information in all open applications.

Error: OE : 016F : BFF9B3D4

Press any key to continue _
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CPU hardware vulnerable to side-channel attacks
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Overview

CPU hardware implementations are vulnerable to side-channel attacks. These vulnerabilities are referred to as « Date Published . Date Public
Meltdown and Spectre.
+ Date Updated .« CVSS Score

Description

CPU hardware implementations are vulnerable to side-channel attacks referred to as Meltdown and Spectre (also
KAISER and KPTI). These attacks are described in detail by Google Project Zero and the Institute of Applied -
Information Processing and Communications (IAIK) at Graz University of Technology (TU Graz). Report a Vulnerability

Impact 7 Please use the Vulnerability

. - . . . . . Reporting Form to report a
An attacker able to execute code with user privileges can achieve various impacts, such as reading otherwise protected porting P

kernel memory and bypassing KASLR.

vulnerability. Alternatively, you can
send us email. Be sure to read our
vulnerability disclosure policy.

Solution

Replace CPU hardware
Connect with Us

The underlying vulnerability is primarily caused by CPU architecture design choices. Fully removing the vulnerability
requires replacing vulnerable CPU hardware.

Subscribe to our feed

Apply updates
pply up D Read the CERT/CC blog

Onarating evetom 1indatae mitinata tha 1indarbkiana harchjara viilnarabilitygs
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Duala problema
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Procesora optimizacijas

* CPU gaidisana = nauda veja
* Processor optimizations

- Out of order execution
- Speculative execution
* Branch predicti¢gezgsse
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Flush+reload
uzbrukums




Meltdown

Ka véjs skrien, ka miets atduras




Out of order execution

x=foo()
y =42+13
Z=X+y




* Tiesibu parbaude pec izpildes
- Intel
- Nepilniga stavokla atjaunosana
(izmainas cache)

- Rezultatu iegust no kesatminas
(flush+reload)



Meltdown - piemers

char kernelData = * (char *) OxFFFFBODE

array|[kernelData * 4096] = O

Access ime
[cycles|

by L L

R

=
A
—
r—
=

150 200 250
Page



* Kernel memory not mapped In user
space

* Palenina parslegsanos starp
usermode un kernelmode

* Atkarigs no uzdevuma
- 2%..400%



Spectre

VVai labo? Vai kreiso! Abas divas ne

par ko!




* I1zmanto branch prediction

* Spekulativa izpilde nepareizaja
zara
- Nepilniga stavokla
atjaunosana

- Rezultatu iegusana caur
kesatminu (flush+reload)

- Daudzi CPU razotaji




Spectre 1 - piemers

char* data = “esiDross”;
for(int i=0; i<8; i++)

{
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if(i<3)

array[datali] * 4(
else

foo()
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Spectre 2 - piemers
lops* | = new putns; //=new
I-kusties();
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* NAV*

- Spectre 1
* microcode updates
« compiler extensions
- Spectre 2
* Indirect Branch Restricted Speculation
* Indirect Branch Predictor Barrier
* Single Thread Indirect Branch Predictors
* Sarezgitos veidos atspejot branch prediction

- Branch prediction = CPU performance



Secinajumi

Public cloud

Atrdarbibas samazinajums

- Atkarigs no uzdevuma
CPU dokumentacija
aprakstitas iespejama
ietekme uz kesatminu

- letekme uz drosibu
netika izverteta







	Slide 1
	Slide 2
	Slide 3
	Slide 4
	Slide 5
	Slide 6
	Slide 7
	Slide 8
	Slide 9
	Slide 10
	Slide 11
	Slide 12
	Slide 13
	Slide 14
	Slide 15
	Slide 16
	Slide 17
	Slide 18
	Slide 19
	Slide 20
	Slide 21
	Slide 22
	Slide 23
	Slide 24
	Slide 25

