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Pikskeresanas saite Latvijas vietné

Kompromitéta majas lapa tika izvietota pikSkerésanas saite, kas paredzeta “Tesco Bank” bankas lietotaju informacijas
izkrapsSanai. Majas lapa tikusi kompromitéta dé| neatjauninatas Joomla satura vadibas sistémas. Nav sanemta informacija
par $aja incidenta cietuSiem datorlietotajiem.

Iespejams atgit ar Petya Sifrejoso virusu sasifretos cietos diskus

Pagajusaja nedéla informé&jam par Sifréjosa datorvirusa paveidu Petya, kas atskirtba no citiem SifréjoSajiem datorvirusiem
Sifré datora cietos diskus, tadéjadi padarot datorus nelietojamus.

Datorvirusa koda kllidas dé] pétniekiem ir izdevies izstradat riku, ar kura palidzibu iespéjams uzgenerét vajadzigo atslégu,
lai atSifrétu cieto disku, neko nemaksajot.

Plasaka informacija: http://www.bleepingcomputer.com/news/security/petya-ransomwares-encryption-defeated-and-

password-generator-released/

Draud veikt DDoS uzbrukumus

Kads populars Latvijas interneta portals sanéma draudu veéstuli, ka pret portalu tiks veikts DDoS uzbrukumu lidz 1 TB
sekundé, ja netiks veikta samaksa. Uzbrukumus sola sakt piektdien, un tiklidz uzbrukums tiks saks, samaksa par ta
apturésanu tiks palielinata ar katru uzbrukuma dienu. Draudu véstulé nav minéts periods, cik dienas ir planots Sis
uzbrukums. Véstuli sita bédigi slavenais Armada kibernoziedznieku kolektivs.

Satitas véstules piemeérs:

---------- Forwarded message ----------

From: Armada Collective <emailimportant@protonmail.com>
Date: 2016-04-10 0:48 GMT+03:00

Subject: DDOS ATTACK

To:

FORWARD THIS MAIL TO WHOEVER IS IMPORTANT IN YOUR COMPANY AND CAN MAKE DECISION!

We are Armada Collective.
http://1ngtfy. com/?q=Armada+Collective

You will be DDoS-ed starting Friay (April 15) if you don't pay protection fee - 25 Bitcoins @ 1LkNZUBGhuPobxVITWHRDCCUWOXPXUPTLM
If you don't pay by Friday, attack will start, yours service going down permanently price to stop will increase to 58 BTC and will go up 20 BTC for every day of attack

This is not a joke.
Our attacks are extremely powerful - sometimes over 1 Thps per second. And we pass CloudFlare and others remote protections
So, no cheap protection will help.

Prevent it all with just 25 BTC @ 1LKNZUBGhuPobxVJTWHRDCCUWSXPXUPTLM
Do not reply, we will not read. Pay and we will know its you. AND YOU

WILL NEVER AGAIN HEAR FROM US!
Bitcoin is anonymous, nobody will ever know you cooperated.
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Valsts iestdade veiksmigi izvairds no sifréjosa virusa

Kada valsts iestade sanéma e-pastu ar pielikuma esosu Locky SifréjoSo virusu no it ka zinama satitaja cita iestadé, ar kuru
bija notikusi iepriekS€ja e-pasta sarakste. E-pasta sanémeéjs uz aizdomu pamata pievienoto failu neatvéra, tadejadi
izvairoties no datora inficésanas ar Sifréjoso datorvirusu.

Péc veiktas izpétes secinats, ka e-pasts siitits no adreses ar doména vardu saturn-internet.ru.

§ifréjos'o virusu izplata ari caur ievainojamibu Adobe Flash Player

Pagajusaja nedé|a tika atklata jauna Adobe Flash Player ievainojamiba, kas izmantota Neclear un Magnitude izpildes rikos,
izplatot SifréjoSos datorvirusus Locky un Cerber. Adobe ir novérsis ievainojamibu un izlaidis arkartas atjauninajumus
pagajusaja ceturtdiena.

levainojamiba ietekmé visas Flash Player versijas uz Windows 10 un senakam versijam.

Plasaka informacija: https://threatpost.com/latest-flash-zero-day-being-used-to-push-ransomware/117248/
Atjauninajumi pieejami: https://helpx.adobe.com/security/products/flash-player/apsb16-10.html
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