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Supporting the CERT community 
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About ENISA 

• The European Union Agency for Network and Information 
Security 

– gives advice on information security issues 

– to national authorities, EU institutions, citizens, businesses 

– acts as a forum for sharing good NIS practices 

– facilitates information exchange and collaboration 

• ENISA focuses on prevention and preparedness  

• Set up in 2004 – mandate has been extended 

• Around 65 staff  

• Offices in Heraklion and Athens 
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Supporting the CERT community 

• Cooperation in the fight of cybercrime 

• Baseline capabilities 

• Capability building via training and good practice 

 

https://www.enisa.europa.eu/activities/cert 



www.enisa.europa.eu 4 

ENISA CERT training  

2008 2012 2013 

 

 

 

 

+ regular trainings in 
2013 
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Content regularly updated and renewed 
with the help of community  

• The creation process of material involves 
community 

• The target audiences feedback will lead to better 
material 
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Material available on website 
 

https://www.enisa.europa.eu/activities/cert/support/exercise   

https://www.enisa.europa.eu/activities/cert/support/exercise
https://www.enisa.europa.eu/activities/cert/support/exercise
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2011 2012 2013 

+ Visualising 
the feeds 
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Variety of trainings 

• For a different levels of experience and expertise 

– Legal 

– Operational  

– Technical 

– Cooperation  
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CII Admin area of responsibility 
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A: a SIP OPTIONS scanner 

 in PHP 

C: a PHP shell 

B:  a malicious PDF 

D: a PHP photo album 

50:50 

What is the file from the 
Remote file inclusion? 

(See in 
/opt/glaspot/trunk/files/) 
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New material presented in 2013 
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ENISA 8th annual workshop 'CERTs in Europe' 
- Part I 
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ENISA 8th annual workshop 'CERTs in 
Europe' - Part I 
 

• 21 & 22 May 2013 in Bucharest, Romania 

• 3 scenarios from ENISA CERT training/exercise 
material presented by ENISA trainers 

– Honeypots 

– Incident handling during an attack on Critical Information 

Infrastructure 

– Mobile threats incident handling 

• Participants rated ENISA training  

with 4,4 out of 5 points 
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ENISA 8th annual workshop 'CERTs in Europe' 
- Part II 

• 2 scenarios from ENISA CERT training/exercise 
material presented by ENISA trainers 

– Presenting, correlating and filtering various feeds 

– Identifying and handling of electronic evidence 
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Putting the pieces together 

xmpp2syslog 
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Recommendations 

• Online training material, and handing out 
material for self-study is good, but…  

• Talking with each other actually is useful 

• People, who have created or worked together, 
tend to cooperate in the future 

• Every training is a performance and every 
trainer is an actor 
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Methodology of ENISA training  

• Trainers can come on-site 

• Each training is tailored to fulfil the needs 
of this specific event and audience 
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National/governmental CERTs 
the situation has changed… 

• We are building and actively supporting a growing network of 
national/governmental CERTs 

• CERT Interactive MAP: http://www.enisa.europa.eu/activities/cert/background/inv/certs-by-

country-interactive-map  

 

ESTABLISHED IN 2005: ESTABLISHED IN 2013: 
Armenia 

Austria 

Belgium 

Bulgaria 

Croatia 

Czech Republic 

Denmark 

Estonia 

Finland 

France 

Georgia 

Germany 

Greece 

Hungary 

Iceland 

Ireland 

Israel 

Italy 

Latvia 

Lithuania 

Luxembourg 

Malta 

Netherlands 

Norway 

Poland 

Portugal 

Romania 

Slovakia 

Slovenia 

Spain 

Sweden 

Switzerland 

Turkey 

Ukraine 

United Kingdom 

 

EU Institutions 

Finland 

France 
Germany 
Hungary 
The Netherlands 
Norway 
Sweden 
United Kingdom 
 

http://www.enisa.europa.eu/activities/cert/background/inv/certs-by-country-interactive-map
http://www.enisa.europa.eu/activities/cert/background/inv/certs-by-country-interactive-map
http://www.enisa.europa.eu/activities/cert/background/inv/certs-by-country-interactive-map
http://www.enisa.europa.eu/activities/cert/background/inv/certs-by-country-interactive-map
http://www.enisa.europa.eu/activities/cert/background/inv/certs-by-country-interactive-map
http://www.enisa.europa.eu/activities/cert/background/inv/certs-by-country-interactive-map
http://www.enisa.europa.eu/activities/cert/background/inv/certs-by-country-interactive-map
http://www.enisa.europa.eu/activities/cert/background/inv/certs-by-country-interactive-map
http://www.enisa.europa.eu/activities/cert/background/inv/certs-by-country-interactive-map
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CERT maturity 
 

15% 

10% 

30% 

30% 

5% 

10% 

Initial

Repeatable

Defined

Managed

Optimised

Other

Self-Assessment of the 
Maturity Status of National / 
Governmental CERTs 

20% 

28% 
32% 

16% 

4% 

Up to one year 1-2 years 3-5 years

6-8 years Over 8 years

Years of Operation of 
National / Governmental 
CERT 

Total: 45 responses to the questionnaire (25 from 
n/g CERTs; 20 from other CERTs and other 
stakeholders) 

Interviewed teams assessed themselves as either governmental or 
national/governmental CERTs indicated the years of operations between: 4 months 
and 11 years. 
(France, Germany, Norway, Hungary, Denmark, Sweden, Spain, Ireland, Latvia, Czech 
Republic, Slovakia, Romania, CERT-EU)  
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Fight against cybercrime – support for CERT / 
LEA cooperation 

• Main goals: 
– Define key concepts  

– Describe the technical and legal/regulatory aspects of the fight against 

cybercrime 

– Compile an inventory of operational, legal/regulatory and procedural barriers 

and challenges and possible ways to overcome these challenges 

– Collect existing good and best practices 

– Develop recommendations 

• Focus on CERT-LEA cooperation 

• Differences: 
– Definitions cybercrimes/attacks 

– Meanings of sharing 

– Character of the organizations 

– Objectives 

– Types of information 

– Directions of requests 
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 Thank you for your attention! 
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European Union Agency for Network and Information 
Security  
Science and Technology Park of Crete  
P.O. Box 1309  
71001 Heraklion 
Crete 
Greece  
http://www.enisa.europa.eu 
 
 
 

 
 

Contact details 


