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Bring your  
own IT 

Social 
business 

Cloud and 
virtualization 

1 billion mobile 
workers 

1 trillion 
connected  

objects 

Innovative technology changes everything 
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Motivations and sophistication are rapidly evolving 

National  

Security 

Nation-state  
actors 
Stuxnet 

Espionage, 

Activism 

Competitors and 
Hacktivists 
Aurora 

Monetary  

Gain 

Organized  
crime 
Zeus 

Revenge, 

Curiosity 

Insiders and  
Script-kiddies 
Code Red 
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Numerous Vulnerabilities, Sophisticated Attackers means… 

2012 Sampling of Security Incidents by Attack Type, Time and Impact 
Conjecture of relative breach impact is based on publicly disclosed information regarding leaked records and financial losses 
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Security challenges are a complex, four-dimensional puzzle … 
 

… that requires a new approach 

Applications 
Web  

Applications 
Systems 

Applications 
Web 2.0 Mobile  

Applications 

Infrastructure 

Datacenters PCs Laptops Mobile Cloud Non-traditional 

Data At rest In motion Unstructured Structured 

People 
Hackers Suppliers 

Consultants Terrorists 

Employees Outsourcers 

Customers 

Employees 

Unstructured 

Web 2.0 Systems 
Applications 

Outsourcers 

Structured In motion 

Customers 

Mobile  

Applications 
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Must Cover a Wide Range of Issues 

Complexity of  

Attacks 

Complexity of  

Users 

Complexity of 

Technology 1 2 3 

• Advanced Persistent Threats 

• 0-Day Vulnerabilities 

• Targeted Phishing & Designed 

Malware 

• Web application attacks 

• Stealth Botnets 

• Blending work/personal use 

• Broad information sharing 

• Poor security awareness and 

vigilance 

• Targeted by social engineering 

and spear phishing attacks 

• Point solutions creating 

“Security Sprawl” 

• Bring Your Own Device 

• Evolving networking and 

connectivity standards 

• Rapid growth of web 

applications 

http://www.linkedin.com/groups?mostPopular=&gid=1846255
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Intelligence 

Integration 

Expertise 

IBM delivers solutions across a comprehensive Security Framework 
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 Customize protection 

capabilities to block specific 

vulnerabilities using scan 

results 

 Converge access management 

with web service gateways 

 Link identity information with 

database security 

 

 

 

 

 

 

 

 

 
 

 

 Stay ahead of the changing 

threat landscape 

 Designed to help detect the 

latest vulnerabilities, exploits 

and malware 

 Add security intelligence to 

non-intelligent systems 

 

 

 

 

 

 

 

 
 

 Consolidate and correlate 

siloed information from 

hundreds of sources 

 Designed to help detect, notify 

and respond to threats missed 

by other security solutions 

 Automate compliance tasks 

and assess risks 

 

Integration: Increase security, collapse silos, and reduce complexity 

J
K
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0
1
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 3700+ security 

consultants and 

architects 

 Assess security risk and 

compliance, evolve 

security program 

 Why IBM? Unique, 

practical  approach 

based on our 

experience as an 

enterprise and service 

provider 

 Globally available 

managed security 

services platform 

 Manage security ops, 

detect and respond to 

emerging risk 

 Why IBM? IBM’s global 

coverage of security 

operations centers 

powered by unmatched 

cybersecurity analytics 

 Market leading solutions 

across the IBM Security 

Framework 

 Help secure identities, 

data, applications, 

network and endpoints 

 Why IBM?  Integrated 

security portfolio, Cloud, 

mobile, threat security 

solutions, global threat 

research, and Security 

Intelligence 

Consulting Services Managed Services Software Solutions 

   

IBM Security –  A full range of security capabilities 
 

Integration Intelligence Expertise 
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Expertise: At IBM, the world is our Security lab 

6,000 researchers, developers and subject matter experts  

working security initiatives worldwide 

Security Research Centers 

Security Solution Development Labs 

Institute for Advanced Security Branches 

Security Operations Centers 
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Collaborative IBM teams monitor and analyze the latest threats 
 

Coverage 

20,000+ devices  

under contract 

3,700+ managed  

clients worldwide 

13B+ events  

managed per day 

133 monitored  

countries (MSS) 

1,000+ security  

related patents 

 

Depth 

14B analyzed  

web pages & images 

40M spam &  

phishing attacks 

64K documented 

vulnerabilities 

Billions of intrusion 

attempts daily 

Millions of unique 

malware samples 
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With Security Threat Evolving… 

….we must also evolve our approach to anticipate change! 
14 



© 2013 IBM Corporation 

IBM Security Systems 

15   

Get engaged with IBM Security 

Follow us at @ibmsecurity 
and @ibmxforce 

Download X-Force 
security trend & risk 

reports 

Subscribe to the security 
channel for latest security 

videos 

Attend in-person 

events 

Subscribe to X-Force alerts 

Join the Institute for 
Advanced Security 

http://www.twitter.com/#!/ibmsecurity
http://www.youtube.com/ibmsecuritysolutions
http://blogs.iss.net/
http://www.ibm.com/services/us/iss/xforce
http://www.instituteforadvancedsecurity.com/
http://www.ibm.com/events/calendar
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Disclaimer 

Please Note:   

 

IBM’s statements regarding its plans, directions, and intent are subject to change or 

withdrawal without notice at IBM’s sole discretion.    

 

Information regarding potential future products is intended to outline our general product 

direction and it should not be relied on in making a purchasing decision.  

 

The information mentioned regarding potential future products is not a commitment, promise, 

or legal obligation to deliver any material, code or functionality. Information about potential 

future products may not be incorporated into any contract. The development, release, and 

timing of any future features or functionality described for our products remains at our sole 

discretion. 
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ibm.com/security 

© Copyright IBM Corporation 2012.  All rights reserved. The information contained in these materials is provided for informational purposes 

only, and is provided AS IS without warranty of any kind, express or implied.  IBM shall not be responsible for any damages arising out of the use 

of, or otherwise related to, these materials.  Nothing contained in these materials is intended to, nor shall have the effect of, creating any 

warranties or representations from IBM or its suppliers or licensors, or altering the terms and conditions of the applicable license agreement  

governing the use of IBM software. References in these materials to IBM products, programs, or services do not imply that they will be available in 

all countries in which IBM operates.  Product release dates and/or capabilities referenced in these materials may change at any time at IBM’s sole 

discretion based on market opportunities or other factors, and are not intended to be a commitment to future product or feature availability in any 

way.  IBM, the IBM logo, and other IBM products and services are trademarks of the International Business Machines Corporation, in the United 

States, other countries or both. Other company, product, or service names may be trademarks or service marks of others. 

Statement of Good Security Practices: IT system security involves protecting systems and information through prevention, detection and response 

to improper access from within and outside your enterprise. Improper access can result in information being altered, destroyed or misappropriated 

or can result in damage to or misuse of your systems, including to attack others. No IT system or product should be considered completely secure 

and no single product or security measure can be completely effective in preventing improper access. IBM systems and products are designed to 

be part of a comprehensive security approach, which will necessarily involve additional operational procedures, and may require other systems, 

products or services to be most effective.  IBM DOES NOT WARRANT THAT SYSTEMS AND PRODUCTS ARE IMMUNE FROM THE 

MALICIOUS OR ILLEGAL CONDUCT OF ANY PARTY. 


