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Innovative technology changes everything
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Motivations and sophistication are rapidly evolving
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Numerous Vulnerabilities, Sophisticated Attackers means...

2012 Sampling of Security Incidents by Attack Type, Time and Impact

Conjecture of relative breach impact is based on publicly disclosed information regarding leaked records and financial losses
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Security challenges are a complex, four-dimensional puzzle ...
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... that requires a new approach
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Complexity of
Attacks

DataLossDB.org Incidents Over Time
1500

Advanced Persistent Threats
0-Day Vulnerabilities

Targeted Phishing & Designed
Malware

Web application attacks
Stealth Botnets

Blending work/personal use

Broad information sharing

Poor security awareness and
vigilance

Targeted by social engineering
and spear phishing attacks

Complexity of

Technology
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Point solutions creating
“Security Sprawl”

Bring Your Own Device

Evolving networking and
connectivity standards

Rapid growth of web
applications
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IBM delivers solutions across a comprehensive Security Framework

IBM Security Framework

Governance, Risk and Compliance

Security Intelligence
CS/ and Analytics

Intelligence

Advanced Fraud
Protection

Integration

Professional Services
Cloud and Managed Services

Expertise

Advanced Security
and Threat Research

Software and Appliances
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Integration: Increase security, collapse silos, and reduce complexity

Integrated Intelligence.
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Advanced Resear<™

= Consolidate and correlate
siloed information from
hundreds of sources

= Designed to help detect, notify
and respond to threats missed
by other security solutions

= Automate compliance tasks
and assess risks

10

Integrated Research.
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Advanced Resear™®

t et

Stay ahead of the changing
threat landscape

Designed to help detect the
latest vulnerabilities, exploits
and malware

Add security intelligence to
non-intelligent systems

Integrated Protection.

e'_.'u\-]ty |nte“tgenc

4dVanced Resea‘-’"-“

= Customize protection
capabilities to block specific
vulnerabilities using scan
results

= Converge access management
with web service gateways

= Link identity information with
database security
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IBM Security — A full range of security capabilities

Consulting Services Managed Services Software Solutions

managed security
services platform

= Assess security risk and = Manage security ops, = Help secure identities,
compliance, evolve detect and respond to data, applications,
security program emerging risk network and endpoints

= Why IBM? Unique, = Why IBM? IBM’s global = Why IBM? Integrated
practical approach coverage of security security portfolio, Cloud,
based on our operations centers mobile, threat security
experience as an powered by unmatched solutions, global threat
enterprise and service cybersecurity analytics research, and Security
provider Intelligence

Intelligence ® Integration Expertise
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Expertise: At IBM, the world is our Security lab
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Littleton, US
Ottawa CA
Boulder, US ‘\
Almaden, US /( TJ Watson, US

nats M“l,‘ Americas
' | Raleigh, US
Atlanta, US

Wroclaw PO
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(] Security Operations Centers

Security Research Centers

[ | Security Solution Development Labs

’ﬁ Institute for Advanced Security Branciles »

6,000 researchers, developers and subject matter experts
working security initiatives worldwide
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Collaborative IBM teams monitor and analyze the latest threats

Coverage

20,000+ devices

under contract

3,700+ managed
clients worldwide

13B+ events
managed per day

133 monitored
countries (MSS)

1,000+ security
related patents

S

IBM Research

Depth

14B analyzed
web pages & images

40M spam &
phishing attacks

64K documented
vulnerabilities

Billions of intrusion
attempts daily

Millions of unique
malware samples
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Get engaged with IBM Security

L3 M

5y "
Follow us at @ibmsecurity Download X-Force Subscribe to X-Force alerts
and @ibmxforce security trend & risk
reports

i

Attend in-person Join the Institute for Subscribe to the security
events Advanced Security channel for latest security
videos

15 © 2013 IBM Corporation


http://www.twitter.com/#!/ibmsecurity
http://www.youtube.com/ibmsecuritysolutions
http://blogs.iss.net/
http://www.ibm.com/services/us/iss/xforce
http://www.instituteforadvancedsecurity.com/
http://www.ibm.com/events/calendar
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Please Note:

IBM ’s statements regarding its plans, directions, and intent are subject to change or
withdrawal without notice at IBM’s sole discretion.

Information regarding potential future products is intended to outline our general product
direction and it should not be relied on in making a purchasing decision.

The information mentioned regarding potential future products is not a commitment, promise,
or legal obligation to deliver any material, code or functionality. Information about potential
future products may not be incorporated into any contract. The development, release, and
timing of any future features or functionality described for our products remains at our sole

discretion.
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Statement of Good Security Practices: IT system security involves protecting systems and information through prevention, detection and response
to improper access from within and outside your enterprise. Improper access can result in information being altered, destroyed or misappropriated
or can result in damage to or misuse of your systems, including to attack others. No IT system or product should be considered completely secure
and no single product or security measure can be completely effective in preventing improper access. IBM systems and products are designed to
be part of a comprehensive security approach, which will necessarily involve additional operational procedures, and may require other systems,
products or services to be most effective. IBM DOES NOT WARRANT THAT SYSTEMS AND PRODUCTS ARE IMMUNE FROM THE
MALICIOUS OR ILLEGAL CONDUCT OF ANY PARTY.
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