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Lietotaja identitate tiessaiste

Riski un jaunas iesp€jas

Aigars Jaundalders
DPA



Dienas kartiba

» Val probléma ir aktuala?
» Kas ir vajakais kédes posms sodien?
» Kadam bultu jaizskatas risingjumam?



Lloyd’s Risk Index

CHANGESIN

Loss of customers/cancelled orders

Talent and skills shortage

Cost and availability of credit
o
(5}

Excessively strict regulation

2013
1 High taxation

Loss of customers/cancelled orders
3 Cyberrisk

Price of material inputs

Infiatio




Ar ko varéja nopelnit naudu, varu... gan tad, kad to darija pieejamu citiem, gan tad, kad
atnéma?
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Informacija ir jauna gadsimta
nafta un zelts vienlaikus
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#1

» Es esmu vienkarss pilsonis, mazs uznéméjs utt., es nevienam
neintereséju...

small businesses are the path of least
resistance for attackers...

Symantec Internet Threat Report 2013



# 2

» Es visur lietoju labu antivirusu. Pat uz mobila telefona. Man nekas
nevar kaitét!

Like on desktop and server systems,
private and corporate users should not rely
on antivirus products for perfect protection
of their Android devices.

On the Effectiveness of Malware Protection on
Android, Fraunhofer AISEC, April 2013



# 3

» Més esam liels uznémums ar labu IT un droSibas komandu, mums ir
vismodernakas tehnologijas. Mums nekas nevar kaitét!

Jums neuzbruks... ... tomer tiksiet™

F-Secure Threat Report H1 2013

Definttion: Watering Hole attack ™
The attacker wants to attack a particular group (organization, Industry,
or reglon). The attack consists of three phases

E T | e —— Cik unikalas Iiet_otéjvérda/ paroles
. M| o ormoreorthese kombinacijas izmanto Lietotajs

websites with maware. s =
- -m of thetargeted group will
- getinfected.

Retying onwebsites the group trusts makes this strategy efficent even
with groups that are registant to spear phishing and othes forms of phishing.

watering hole



# 4

» Meés neesam banka, misu sistémas nav ko zagt

Data Breaches by Sector in 2012

Top 10 Industries Attacked in 2012
Source: Symantac

Sauce: Symantes

Government
Education 13%

oo | 24%
16%

Finance, Insurance & Real Estate 19
9% Account ng Services — Non-Traditional 17
| -
6% Computer Software Govenment -12
Energy/Utilities 10
‘ 6% Financial _
\ 5% Information Technology

Services - Professional -8
4% Telecom

Aerospace I 2
3% Computer Hardware Retail Iz
3% Community and Nonprofit |
Wholesale I 2
Transportation, I 1

At 36 percent, the healthcare industry continues to be the Communications, Electric, Gas
sector responsible for the largest percentage of disclosed
data breaches by industry.




Ja identitate ir atslega, kas ir vajakais

posms?

Visu nosaka

lietotajs

tehnologijam gandriz nav nozimes



Ko izmanto uzbruceji sodien?

Kas ir Sodienas autentifikacijas risinajumu galvenais trutkums?




Kadam jabut nakotnes risinajumam?

user-proof

Lietotajs nevar sev apzinati vai neapzinati kaitét

ubiquitous

Aizsarga gan lietotajus, gan pakalpojumu sniedzé&jus, neierobezo kanalus utml.

uninvolved

Neprasa lietotajam papildus darbibas, zinaSanas u.tml.
Reflektori kontroléta, dabiska dala no ikdienas



Piemeram...

Captureln

Latvija

mana internetbanka

. Pieslég8anas vards
= |
= Parala

Login successful!

You have been logged in. You may '
continue using your application now.

?

OK

i_- D0 ml

$

Latviski Mo-pycor  In English

? Palidziba

» User — proof
Lietotajs nesaskaras ar jebkadu informaciju, ko launpratis

var attalinati izmantot pret to. Jebkada arpus ierices
parsatita informacija nav atkartoti izmantojama.

» Ubiquitous
Atbalsta darbu ar jebkadam tieSsaistes iericem ar
vizualo displeju. Atbalsta darbu aridzan no ta pasa

viedtalruna, kur uzstadits lietojums. Aizsarga gan gala
lietotaju, gan pakalpojuma sniedzéju.

> Uninvolved

Lietotajam ir jaspéj vienigi uzstadtt lietojumu un palaist
to. Motorika jutigo darbibu kontrolei — lietotajs
instinktivi turpina kontrolét situaciju. Jutigas darbibas
notiek vienigi tad, ja lietotajs apzinati pavers kameru
pret Captureln QR kodu.



Paldies!
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