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Confidentiality + Integrity + Availability +
Authenticity



Paradigma of Industrial Age
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«Trust Is Good Control Is Better»

Viadimir llyich Lenin
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Paradigma of Information Age

Ronald Reagan



«The 21st century wil
dominated by informati
and increases econ |
financial espionage» 5

Alvin Toffler, Futurist



How to Deal with it?

if Security will be

- external, mobile, global
- intellectual, abstract, volatile
- accelerating, diverse, complex

Less focus on ; More focus on
private infrastructure external supply chains
old audit recommendations ﬁ ‘ emerging risks
control frameworks { \ . identified threats
\

David Lacey, EuroCACS, 2013



Future professionals?




Success factors

SUCCESS FACTORS OF INFORMATION SECURITY PROFESSIONALS
(IMPORTANT AND YERY IMPORTANT)

92%

Broad understanding of the security field

Communication skills 91%

Technical knowledge 88%

Awareness and understanding -'

86%
of the latest security threats

75%

Security policy formulation and application

Leadership skills 68%

Business management skills 87T%

Project management skills 55%

Legal knowledge 42%

The 2013 (ISC)2 Global Information Security Workforce Study



LV initiati

Information Society Development Guidelifies for 2014 to 2020
Mity Manager and

Cybersecurity Strategy for the period 2014 to 2020

Profession standards of Informatio
Information Security Specialist
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Sintija Deruma, CISM
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