Cels ar DNS ugunsmuri

Armins Palms CERT.LV
Informacijas tehnologiju
droSibas incidentu
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novérsanas institicija
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Incidenti

From o e . @inbﬂx.l"-":’@

To cert@cert.lv@®

Subject Fake majaslapa
Sveiki! Whatsapp lietotne izplatas links uz CircleK viltus majaslapu:

https://jOlrft.cyou/noNGBnXy/circlek-2022/? t=1670259390333#1670414685

Flow Start flow: 8.8.8.8:53 time: 118228 proto: udp local_addr: 10.127.0.151 local_port: 53816 remote
DNS Request flow: 8.8.8.8:53 time:0 query.0.domain: [IIISIGECEASE  query.O.type: IN A
DNS Response flow: 8.8.8.8:53 time: 0 reply.0.domain: www.pyrrhadev.xyz reply.0.type: IN CNAME reply.0
reply.l.answer: 52.33.207.7 reply.2.domain: uixie.porkbun.com reply.2.type: IN A reply.2.answ
Flow Finished flow: 8.8.8.8:53 time: 118300 rx_bytes: 126 rx_packets: 1 tx_bytes: 63 tx_packets: 1
Flow Start flow: 52.33.207.7:80 time: 118304 proto:tcp local_addr: 10.127.0151 local_port: 49195 rer
HTTP Request flow: 52.33.207.7:80 time: 0 url: http://www.pyrrhadev.xyz/oi05/?B8106Fv=ASxi0tQJLFKxMagxq1
HTTP Response flow: 52.33.207.7:80 time: 0 response: HTTP/1.1 307 Temporary Redirect
Flow Finished flow: 52.33.207.7:80 time: 118877 rx_bytes: 643 rx_packets: 5 tx_bytes: 394 tx_packets:
Flow Start flow: 8.8.8.8:53 time: 140895 proto: udp local_addr: 10.127.0151 local_port: 51323 remots
DNS Request flow: 8.8.8.8:53 time: 0 query.0.domain: www.airstreamsocialclub.com query.0.type: IN A
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Subject Re: Aizdomigie doméni
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Esam sanémusi vairakus zinojumus par
kura piedavats iegut iPhone par 15, ja nc
savus personas datus un maksajumu kal
informaciju. Pievérsiet uzmanibu atrunai
lejas dala, ka ar $o jus abonégjat vietnes ¢
un péc 7 izméginajuma dienam tiks iekas
ikménesa abonésanas maksa 49.99% ap

Sekojam pakalpojumu sniegSanas noteik
un rapigi pardomajam informacijas snieg
nepieciesamibu!



Count S Histogram

Count

16,724

Count 0 - T -
23:00 02:00 05:00 08:00 11:00 14:00 17:00

timestamp per 30 minutes

Top signatures 8 Top categories 0] Top source IPs
alert.signature.keyword: Descending Count alert.category.keyword: Descending Count 1 1
POLICY Android Device (KitKat OS) Connectivity Check 5,259 Potential Corporate Privacy Violation 14,977 .‘
POLICY Android Device (Marshmallow OS) Connectivity Check 4,254 Attempted User Privilege Galn 964 .

P2P BitTorrent transfer 1,800 A Network Trojan was detected 740 ‘\
POLICY TeamViewer DynGate Remote Access Checkin 1,212 Executable code was detected 25

INFO Session Traversal Utilities for NAT (STUN Binding Response) 946 Web Application Attack 10 Top destination IPs
POLICY HTTP Outbound Request contains pw 888 Attempted Administrator Privilege Gain 8

MALWARE Suspicious User-Agent (1 space) 642 “|
P2P BitTorrent DHT ping request 409 ‘

POLICY Dropbox.com Offsite File Backup in Use n

POLICY TeamViewer Dyngate User-Agent 147 \ '

Export: Raw& Formatted & Export: Raw& Formatied &
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* testmalware.lv
* testphishing.lv

\_

~—

Kaltlga wetne}

DNS pieprasijums informaciju

DNS atbilde ar drosu
par kaitigo doménu

Parvirze

uz drosu lapu ( W
\ Drosa vietne
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Tehniskais nosaukums — RPZ Serveris

@ Malware x |+

& =2 C M hitp://testmalware.lv

Informé&cijas tehnologiju
droéTbas incidentu
novérsanas institlcija

Domens: testmalware.lv
Laiks: 12.12.2022 16:42

Zona: malware

Ja uzskatat, ka domens ir nepamatoti blokets, informejiet ludzu cert@cert.lv
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| ERTE DNS Ugunsmira seja

dnsugunsmuris.lv

dnsmuris.lv
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‘dnsmuris.lv

Par DNS ugunsmri Instrukcijas ~

= N karam Ukrain! ="

#StandWithUkraine

Lietosana

b 5 Sl iy DNS ugunsmiira pakalpojums ir BEZ MAKSAS.

- To var izmantot ikviens Latvijas interneta lietotajs (gan majas, gan darba). Lai nodroinatu sev vai saviem
’ klientiem 3o papildu aizsardzibu, jaizmanto NIC rekursivie DNS serveri:

- YTV OVAY P4 91.198.156.20
i IPv4: 194.8.2.2

' 5 . 1Pv6:2001:678:84::

(e ; i IPvé: 2a02:503:8::

L4

Kas tas ir?!

T . > -
A
(})—’ bezmaksas riku individualu lietotaju un organizaciju pasargasanai no kiberapdraudéjumiem, tadiem ka
\ L i viltus banku lapas, krapnieciskas tirdzniecibas platformas, virusus izplatosas vietnes u.c.

-
Q
-~ ; R CERT.LV sadarbiba ar NIC (.LV doména vardu registra uzturétaju) ir izveidojusi DNS ugunsmdri -



Pirmas pasvaldibas

Valmiera




Pirmais interneta pakalpojuma sniedzejs

LMT radijis jaunu kiberdrosibas risinajumu “LMT Interneta
sargs”

Reagéjot uz arvien pieauguso kibernoziedzibas apdraudéjumu, tostarp Ukrainas
kara pielietotajiem hibridkara un dezinformacijas panémieniem, mobilo sakaru
operators un tehnologiju inovaciju uznéemums LMT, izmantojot ari Informacijas
tehnologiju droSibas incidentu novérsanas institacijas CERT.LV DNS ugunsmara
funkcionalitati, ir izveidojis jaunu interneta droSibas risinajumu “LMT Interneta
sargs”. Pakalpojums bas pieejams LMT klientiem, pasargajot gan datoru, gan
vie... 4



Cik daudz domenu ievietojam?

01-Dec-2022: info: [RPZ statinfo] 163 None -> block
02-Dec-2022:info: [RPZ statinfo] 536 None -> block
03-Dec-2022:info: [RPZ statinfo] 1358 None -> block
04-Dec-2022: info: [RPZ statinfo] 0 None -> block
05-Dec-2022: info: [RPZ statinfo] 123 None -> block
06-Dec-2022: info: [RPZ statinfo] 383 None -> block
07-Dec-2022:info: [RPZ statinfo] 777 None -> block
08-Dec-2022: info: [RPZ statinfo] 713 None -> block
09-Dec-2022: info: [RPZ statinfo] 655 None -> block
10-Dec-2022:info: [RPZ statinfo] 3 None -> block
11-Dec-2022:info: [RPZ statinfo] 0 None -> block
12-Dec-2022:info: [RPZ statinfo] 536 None -> block

Kopa: 5247 domeéni
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Tik reizes DNS Ugunsmuiris ir apstradajis kaitigos doménu pédéjas 30 dienas



Atsauksmes
‘ PSR-

lespéjams, atkartoSos, bet @LVregistrs piedavato

dnsmuris.lv jau esmu salicis dazam iericém. Ja
nemaldis ari mammas datoram.

Translate Tweet

P Pl o 000/1605 - Sakums >

Krapsana interneta
DNS ugunsmiiris (ka pasargat datoru)

@ o e < Jul 21 ot
lzradas @LVregistrs piedava vertigu tikla dro&bas pakalpojumu dns firewall. 9 109 takst. sbonenti G TG Gy Koomssoas) () Pabien
dnsmuris.lv

Labs iemesls nomainit ierastas 1.1.1.1 vai 8.8.8.8 dns serveru adreses.

Publiskie DNS serveri

5:22 PM - Jul 21, 2022 from Alsunga, Latvija ) o . .
B Datoru lietas M Periférijas ierices un tikla tehnika

- S I fufcix #4 February 9, 2021, 10:11am
Jékabs @ 2401202209 . .
. - _. L. . ) . L s e e e e . uzliku vietgjo paméginat, domajot par drosibu
Savulaik uzstadiju majas rdterim https:/dnsmuris.lv/. Pagaidam nostradajis ir tikai vienreiz, kad dnsmuris Iv
speciali apmekléju lapu, lai redzétu, ko tad parada. IPv4: 91.198.156.20
IPv4: 194.8.2.2
- Atbildet

. g E
NIC.LV - Tavs domens Arl DoT pieeja un dnssec validacija. Starp citu,
MNIC DNS serveriem ir visatrakais reakcijas laiks, pat parspéjot popularos
8.8.8.8 un 1.1.1.1. Sekojoia atiéla var redzé&t pédéjo 24h monitoringu no
Mikrotik Dude monitoringa sistémas. Tiek mérits tiesi DNS pieprasijuma
laiks un atbilde, nevis pings.
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