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50%

40%

30%

20%

10%, \_.

-

0%
2009 2010 2011

Verizon Data Breach Investigations Report 2016

2012

2013

2014

2015

Cloud
Study

Server
User Device
Person

B Media
Kiosk/Terminal

Network

- __,Cybu Sacurltg_
«--~Cyber Securlty =

In-l-'. S

Bybu Snwrltycyber Security o] 5"""'

==Cyber-Sécurity::

Cyber ' Secuﬂty "~ Cyber Secunty

o Cymg_.s cq_'ty Cyber Securlty-. 5
CybeE:=Secturity

Figure 6.

Percent of breaches per asset
category over time, (n=7,736)

Cyher seé'l'.iii?:"’ Pybern_sg'cgflty

Gyt Sacurity_Cybor Socurity Cyber Secunty
Cyber Security Cyber Security
:: ‘~ Cybmsiﬂlv b SO € 3o
=Cyber-Security:=
=z Cyber Sequrity ==
Corporate

~ Consulting




Kapec tiesi lietotaj

u? (2)
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Kas, ka un kapec mums uzbruk?

9 Who's behind the breaches?
75% I @ What tactics do they use?
perpetrated by outsiders.
51% I 62% I
involved organized criminal groups. of breaches featured hacking.
25% I
involved internal actors. 51% TS
over half of breaches included malware.
% What else is common? 81% I
o of hacking-related breaches leveraged either
66% I stolen and/or weak passwords.
of malware was installed via malicious email

attachments.

73% I

of breaches were financially motivated.

Verizon Data Breach Investigations Report 2017
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® Neko

® Instruktaza darbiniekam stajoties
darba

® CERT.LV u.c. organizetas
apmacibas

® Klatienes apmacibas

® E-apmacibas

Cloud Corporate
Study z Consulting




Apmacibu saturs

® Parolu drosiba ® Wi-Fi lietosana

® E-pasta drosiba ® Fiziska drosSiba

¢ Darbstaciju drosiba ® Fizisko personu datu drosiba
® Socialie tikli ® Datu aizsardziba un

L iznicinasana
® Mobilas iekartas

® Sociala inzenierija
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Par parolem...

Latvijas Sabiedriskie Mediji RIGA viegls lietus @l +12°C, ZR vejs, 4,

Skolnieks uzgajis skolotajas parolu datus un «e-
klasé» mainijis savas un klasesbiedru atzimes

29. septembris, 2016, 20:25 | Latvija | ©LEmA 3 komentari

Kads vidusskolas skolnieks labojis savas un klasesbiedru atzimes portala "e-klase", izmantojot interneta
atrastus skolotajas paroles datus, teikts informacijas tehnologiju dro3ibas incidentu novérsanas
instittcijas "Cert.lv" parskata par nedélas dro3ibas incidentiem.

Parole tikusi iegtta no "LinkedIn" kompromitéto parolu datiem, kas ir brivi pieejami interneta.
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Kadai tai jabut? (1)

® Minimums 8 simboli Jauna parole: 8”~RLa:4YL+DM
® Lielie un mazie burti
¢ Cipari

® Specialie simboli

® Nesatur lietvardus,
dzimsanas datus u.c. .
viegli paredzamus

skaitlus
! * % % Kk K O

¢ Unikalai katra vietne
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Kadai tai jabut? (2)
Jauna parole: 8”~RLa:4YL+DM

BitFBRud_5Dra _ _
B un TW - servisa (vietnes

Bitit, tavu darbu meitu identifikators)

Rudajam actinam;

Draveniek’s kaitinaja, - ménesa numurs, kad
Ozole sededams. mainita parole
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Secinajumi

® Temacam lietotajam sistemu
® Parolu glabatavas

® Neuzstajam uz paroles mainu
reizi menesi!

® Parolu hessummu parbaude
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Par e-pasta un datora drosibu... (1)

Petya ransomware: Cyberattack costs could hit $300m for shipping
giant Maersk

June’s cyberattack will cost the international shipping firm hundreds of millions of dollars
In lost revenue.

e By Danny Palmer | August 16, 2017 -- 11:28 GMT (12:28 BST) | Topic: Security

f 57
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Par e-pasta un datora drosibu ... (2)

UOoops, your important files are encrypted.

If you see this text, then your files are no longer accessible, because they
have been encrypted. Perhaps you are busy looking for a way to recover your
files, but don’t waste your time. Nobody can recover your files without our
decryption service.

He guarantee that you can recover all your files safely and easily. All you
need to do is submit the payment and purchase the decryption key.

Please follow the instructions:
send $388 worth of Bitcoin to following address:
1Mz7153HMuxXTuR2R1t78MGSdzaAtNbBUX

2. Send your Bitcoin wallet ID and personal installation key to e-mail
wowsmithl23456@posteo. net. Your personal installation key:
741296-2Nx1Gm-yHORUr-S8gaN6-8Bs1td-U2DRui-2Z2pRJE-KE6sSN-08t izU-gUeUMa

If you already purchased your key, please enter it belowu.
Rey:
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Par e-pasta un datora drosibu ... (3)

® Ransomware - launatira, kas sasifré Jusu informaciju
un pieprasa izpirkuma maksu.

-
)7 CryptoLocker

Private key will be destroyed on
9/24/2013
6:21 PM

Time left

54:15:15

Your personal files are encrypted!

Your important files encryption produced on this computer: photes, videos,
documents. etc. Here is a complete list of encrypted files, and you can personally
verify this.

Encryption was preduced using a unique public key RSA-2043 generated for this
computer. To decrypt filesyou need to obtain the private key.

Tha single copy of the private key, which will allow you to decrypt the files, located
on a secret server on the Internet; the server will destroy the key after a time

spechied in this window. After that, nobody and never will be able to restore files...

To obtain the private key for this computer, which will automatically decrypt files,
you need to pay 100 USD / 100 EUR / similar amount in another currency,

Click <Next> to select the method of payment and the currency.

Any pt to ord ge this software will lead to the immediate
destruction of the private key by the server,

Atlidzibas izmeérs (USD) pa gadiem

$1,200

$1,077
$1,000

$800

$679
$600

$400

$294

$200

2014 2015 2016 2017
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Par e-pasta un datora drosibu ... (4)

® Phishing — méginajums izgut informaciju vai panakt
konkretu darbibu izliekoties par uzticamu vietni/resursu

From: agita @ .Iv [mailto: ]
Sent: Monday, December 09, 2013 06:24
To:

Subject: nodoklu dienestam

Labdien! Uzrakstiju sudzibu par Jums un Jusu gramatvedi nodokhu dienestam, nosutu Jums kopiju Ref idtn715x09d1

* & 1 attachment: sudziba.doc.zip 205 KB

www.esidross.lv
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Val plevienat papladindjumu Open in
Jsho and Wanikani?

W

i Les® un maeindk visus jdsu datus jlsu speeld&ajls vieknis

Feviersyt paplaginFumuy | At |
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http://www.esidross.lv/

Ko varam darit?

® Rezerves kopijas

® Kritiska domasana

® | asam -> saprotam -> daram
® Antiviruss

® OS un lietojumu atjauninajumi
® CERT.LV, EsiDross.lv
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Galvenie izaicinajumi

® Regularitate (1x gada ir parak reti)
® Kompetence

® |aiks

® Cilvéku organizésana

® Zinasanu parbaude?
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CloudStudy IT drosibas apmacibas
=

Cloud ... @ roie w AU N
Study

Cloud Study

Interaktiva platforma e-apmacibam tiessaiste

PIETEIKTIES

Palidziba
Par Cloud Study
Informacija par Cloud Study Lietosanas instrukcija, kontaktinformacija sazinai

apmacibu platformu

UZZINAT VAIRAK B K3 lietot?

& info@cloudstudy.eu

§ +37167847762
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‘ I o u d Juris Smits
IT drosibas un veiktsp&jas grupas vaditajs
S t u d y Corporate Solutions grupa

Tel.: +371 67 847 762
juris.smits@csolutions.lv

www.cloudstudy.eu info@cloudstudy.cu
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