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Information Security Evolution

1990s

IT Security Management
IT Controls

Information Security Management
Risk and process

Information Security Governance
Compliance and strategic goals

Global Ciber Security Resilience
Digital Ecosystem

Svarstigums, Nenoteiktha, saﬁeithTba un

5 i ' __neskaidriba
Known environment Turbulent environment
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Global Cybersecurity (ITU)
Cyber Maturity (A-p reg)
The Cyber Index (ISTR)
Cybersecurity (Vedex)
Cybersecurity Policy Making..
Cyber Operations Maturity Fr.
Cyber Readiness Index
Cybersecurity Intelligence (IBM)
Index of Cybersecurity
Cybersecurity Index (Dell)
Gibson Index

Information Risk Maturity
Risk & Responsibility HW
Cyber Capability Maturity
Cyber Power Index (RSA)

EU Cybersecurity Dashboard




datu aktualitate

indeksa statuss, versijas

izmantojamiba (dalibvalstis, organizacijas, geo)

rekomendacijas

profils (rezultatu kvalitativs apraksts)




Mg Countres

Cyber Maturity Cyber Threats Score Ranking Index Framework Policy Technical Economical Recommendations Profiles
Global Cybersecurity Index v v v v
Cyber Maturity in the Asia-Pacific Region v v v
The Cyber Index: International Security Trends and Realities
Cybersecurity: The Vexed Question of Global Rules
Cybersecurity Policy Making at a Turning point
Cyber Operations Maturity Framework
Cyber Readiness Index 2.0
Cyber Security Intelligence Index
Index of Cybersecurity
Cybersecurity Index
Gibson Index
Information Risk Maturity Index 2014
Risk and Responsibility in a Hyperconnected World
Cybersecurity Capability Maturity Model
Cyber Power Index

EU Cybersecurity Dashboard

https://www.abiresearch.com/whitepapers/cybersecurity-index/
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Conceptual Framework

O

Composite indicator, aggregating a number of individual indicators. The following indicators

and sub-groups have been identified, and nations will be ranked against a benchmark provided
in each indicator:

1. Legal 4. Capacity Building
« Criminal Legislation » Standardization Development
* Regulation & Compliance » Manpower Development

* Professional Certification

2. Technical » Agency Certification

 CERT/CIRT/CSIRT
« Standards
» (Certification

5. Cooperation
* Intra-State Cooperation

Intra-Agency Cooperation
* Public-Private Partnerships
* International Cooperation

3. Organizational
« Policy
« Roadmap for Governance
* Responsible Agency
« National Benchmarking
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