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Sodien jums pastastisu:

1. Vai kritiska infrastruktdra ir tas pats, kas kritiskas
sistémas?

2.Kadi ir apdraudé&jumi?

3. Kritisko sistému lietotaju un privilégiju riski, un ka
tos samazinat

4. |zplatitakie lietojuma konti un to pielietojums
5. Realitate pret ilGzijam
6. Kopsavilkums — ko darit, ja vajag darit
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Kritiska infrastruktura, kritiskas
sistemas!



Kritiska infrastruktlra un sistémas
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Valsts informaciju
sistemas
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Klientu un personas
datu sistémas
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Maksajumu un

gramatvedibas
sistemas

®

Veselibas un
aprupes sistemas
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Datu glabatuves,
rezerves kopijas
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Tikla infrastruktara




Apdraudejumi

Launpratiga programmatura

Pikskeresanas uzbrukumi

Lietu interneta (loT) ierices

Mobilas iekartas

Pasu darbinieki

Galvena vai administratora konta privilégijas

Neizlabotas drosibas ievainojamibas (patch)

Aréjie uzbrukumi (Jeopolitiska situacija)




Kritisko sistemu lietotaju un
privilegiju riski



lerobezota
ietotaju
redzamiba




Parak daudz
privilegiju

tet

lerobezotas pieejamibas aréja informacija



Autentifikacijas

problémas

tet

lerobezotas pieejamibas aréja informacija



Numerical

Numerical Upper & Lower case
Password Length Numerical Upper & Lower case |Upper & Lower case | Special characters

0-9 a-Z 0-9a-Z 0-9 a-Z %S
1 instantly instantly instantly instantly
2 instantly instantly instantly instantly
3 instantly instantly instantly instantly
4 instantly instantly instantly instantly
5 instantly instantly instantly instantly
6 instantly instantly instantly 20 sec
7 instantly 2 sec 6 sec 49 min
8 instantly 1 min 6 min 5 days
9 instantly 1hr 6 hr 2 years
10 instantly 3 days 15 days 330 years
11 instantly 138 days 3 years 50k years
12 2 sec 20 years 162 years 8m years
13 16 sec 1k years 10k years 1bn years
14 3 min 53k years 622k years 176bn years
15 26 min 3m years 39m years 27tn years
16 4 hr 143m years 2bn years 4qdn years
17 2 days 7bn years 148bn years 619qdn years
18 18 days 388bn years 9tn years 94qtn years
19 183 days 20tn years 570tn years 14sxn years
20 5 years 1gdn years 35qdn years 2sptn years

Parolu uzlausanas
atrums péc paroles
veida, garuma un

dazadibas

lerobezotas pieejamibas aréja informacija



Tresas puses
drosibas
Izalcinajumi

tet

lerobezotas pieejamibas aréja informacija



PieslegSanas
atrums

tet

lerobezotas pieejamibas aréja informacija



Kritisko sistemu
ietotaju un
orivilegiju riski

tet

lerobezotas pieejamibas aréja informacija



Izplatitakie lietojuma konti un to
pielietojums!



Izplatitakie lietojuma konti un to nozimigums.

Vietéjo administratoru
konti

Arkartas
konti

Priviligéto
lietotaju konti

Pakalpojumu
konti

Domenu
administratoru
konti

Lietotajprogrammu
konti



Kapéc priviligéto lietotaju parvaldibas risinajums ir svarigs?
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2. Administratoram
ir gan standarta, gan

. o /

konts.



STEALING
PERSONAL
DATA




Realitate pret ilUzijam

o - L
80 A) datu parkapumu ir saistiti
ar apdraudeéetiem priviligéto kontu
akreditacijas datiem, pieméram,
parolém, atslegam un
sertifikatiem™:

*The Forrester Wave: Privileged Identity Management, Q3 2019.
**Cybersecurity Insiders’ 2020 Insider Threat Report.

63% IT profesionalu

apgalvo, ka priviligeti
lietotaji rada maksimalo
ieksejas drosibas risku**.

tet






Priviligetas piekluves parvaldibas (PAM) risinajums







Ko nedarit!




Paldies!
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