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Recipe for layer cake 
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• Open source IDS 

• Event monitoring & analysis 

• Malware hunting & Sandbox 
analysis 

• IOC storage, correlation and 
sharing capability 

• Automation 

• Scalability 

• Low budget 



Recipe for layer cake 
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Recipe for layer cake 
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&  ~45 EUR 

300 EUR … ∞ 



Why not  using sugar, spice & everything nice? 

• Raspberry PI – affordable, small, suitable 
for POC & real life SOHO application 

• Start small, go big 

• System can be: 
• Moved beyond PI 
• Beefed up & pumped with steroids 

6 



Why not  using sugar, spice & everything nice? 

• Scalable to 100G networks and beyond 
• US National Science Foundation funds The 

Bro Center of Expertise 
• Bro is not restricted to any particular 

detection approach and does not rely on 
traditional signatures 

• Bro scripting language 
• “Bro is not about trying to tell you what's 

bad, it tries to tell you what's happening” 
Richard Bejtlich, TaoSecurity 
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Why not  using sugar, spice & everything nice? 

• Way more efficient than Logstash 
• ELK vs ERK 

http://www.rsyslog.com/ 
 

• Elasticsearch for fast data search 

• Kibana for analytics, pictures & graphs 
https://www.elastic.co/downloads/elasticsearch 
https://www.elastic.co/downloads/kibana 

 

• The pattern matching swiss knife for malware 
researchers (and everyone else) 
http://virustotal.github.io/yara/ 
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Why not  using sugar, spice & everything nice? 

• Open source automated malware analysis 
system 
https://github.com/cuckoosandbox/cuckoo 

 

• Highly customizable 

• Branch for Android – CuckooDroid 

• Integration with MISP 
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Why not  using sugar, spice & everything nice? 

• Malware Information Sharing Platform 
• There is hardly any reason for keeping the 

commercial malware IOCs private 
• Criminals share more efficiently than good guys 

do. This has to be changed… 
https://github.com/MISP/MISP 

• Common taxonomy & format set [] 

• API & PyMISP for automation 

• Integration with [Cuckoo, Virustotal, 
Viper, your-custom-module] 
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DEMO 

• Demonstration of automated malware hunting & IOC collection 
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Takeaways.. 

• CERT.LV sandbox will be publicly available in 2nd quarter 2017 
• https://sandbox.cert.lv 

• Raspberry PI image will be available if there will be interest in 
this project 

• CERT.LV MISP instance is available to participants of CERT.LV 
Sensor network project (government) 
• Anyone else interested have to contact cert@cert.lv with subject “CERT.LV 

MISP” explaining the use case & motivation 

• Network forensics & monitoring course 
• When – 3d quarter of 2017 (follow CERT.LV news) 
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Takeaways.. 

• You can have your home-brewed IDS for less than 50 EUR 

 

• You can have your home-brewed MALWARE hunting lab for less 
than 400 EUR with threat intelligence capability 

     … 

 

Participate in making the Internet a safer place! 
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Thank you! 
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