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100tiem vietnu tiek uzlauztas ikdiena
CERT.LV var Jums pastastit...
http://www.zone-h.org/

Google, Microsoft, Oracle, Amazon —visiem ir «vésture»
Drosas programmeésanas pamatiemanu trokums
Augsta publicitate, neskatoties uz biezi zemu
ietekmi
Hakeru komercializésanas
Budzeta ierobezojumi
Interneta lietojumi — nakotnes izstrades vide



Ko var darit?

Veidot labas aréjas un iekséjas attiecibas #
Noteikt drosibas prasibas

Programmeét drosi

Administrét drosi

Testét drosibu

Veidot drosu arhitektUru

Uzraudzit drosibu



Labas aréjas un iekséejas

Attieciba uz majas lapu drosibu — viens no
outiskakajiem aspektiem

Kapec www.vdi.gov.lv uzbruk vairak neka,
vieméram, www.dabasmuzejs.gov.lv ?



http://www.vdi.gov.lv/
http://www.dabasmuzejs.gov.lv/

Drosibas prasibas

Drosibas prasibas ir nefunkcionalas prasibas
PasuUtot izstradi par tam visbiezak vai nu
aizmirst, vai uzskata par passaprotamam
Negativas prasibas (sistéma nedrikst
uzvesties ta... nevis sistéma daris ta...)

Griti noformulét

GrUti dot konkrétu programmeésanas uzdevumu

GrUti parliecinaties par piegadi
Bez drosibas prasibam nav drosas izstrades!



Programmeét drosi

Diemzél universitatés pie mums to nemaca
R
Projektu vaditaji un pasutitaji prioritizé
funkcionalas prasibas (jo tas var parbaudit)
OWASP
The Open Web Application Security Project
WWW.0Wasp.org

BUtiskako Interneta lietojumu drosibas problemu
apkopojums


http://www.owasp.org/

OWASP Top 10

Injection flaws, such as SQL, OS, and LDAP injection, occur when untrusted data is sent to an interpreter as part of a command or

A1-Injection ) . . : ; : . .
) query. The attacker’s hostile data can trick the interpreter into executing unintended commands or accessing unauthorized data.

XSS flaws occur whenever an application takes untrusted data and sends it to a web browser without proper validation and escaping.
A2-Cross Site Scripting (XSS) XSS allows attackers to execute scripts in the victim’s browser which can hijack user sessions, deface web sites, or redirect the user to
malicious sites.

A3-Broken Authentication and Se Application functions related to authentication and session management are often not implemented correctly, allowing attackers to
compromise passwords, keys, session tokens, or exploit other implementation flaws to assume other users’ identities.

A direct object reference occurs when a developer exposes a reference to an internal implementation object, such as a file, directory,
or database key. Without an access control check or other protection, attackers can manipulate these references to access
unauthorized data.

As-Insecure Direct Object Referer

A CSRF attack forces a logged-on victim'’s browser to send a forged HTTP request, including the victim’s session cookie and any other
automatically included authentication information, to a vulnerable web application. This allows the attacker to force the victim’s
browser to generate requests the vulnerable application thinks are legitimate requests from the victim.

As-Cross Site Request Forgery (C¢

Good security requires having a secure configuration defined and deployed for the application, frameworks, application server, web
A6-Security Misconfiguration server, database server, and platform. All these settings should be defined, implemented, and maintained as many are not shipped
with secure defaults. This includes keeping all software up to date, including all code libraries used by the application.

, Many web applications do not properly protect sensitive data, such as credit cards, SSNs, and authentication credentials, with
A7-Insecure Cryptographic Storac . . . . . . .
=appropriate encryption or hashing. Attackers may steal or modify such weakly protected data to conduct identity theft, credit card
fraud, or other crimes.
Many web applications check URL access rights before rendering protected links and buttons. However, applications need to perform
similar access control checks each time these pages are accessed, or attackers will be able to forge URLs to access these hidden pages
anyway.

A8-Failure to Restrict URL Access

Ag-Insufficient Transport Layer Pt Applications frequently fail to authenticate, encrypt, and protect the confidentiality and integrity of sensitive network traffic. When
they do, they sometimes support weak algorithms, use expired or invalid certificates, or do not use them correctly.

Web applications frequently redirect and forward users to other pages and websites, and use untrusted data to determine the
destination pages. Without proper validation, attackers can redirect victims to phishing or malware sites, or use forwards to access
unauthorized pages.

A10-Unvalidated Redirects and F¢


https://www.owasp.org/index.php/Top_10_2010-A1
https://www.owasp.org/index.php/Top_10_2010-A2
https://www.owasp.org/index.php/Top_10_2010-A3
https://www.owasp.org/index.php/Top_10_2010-A4
https://www.owasp.org/index.php/Top_10_2010-A5
https://www.owasp.org/index.php/Top_10_2010-A6
https://www.owasp.org/index.php/Top_10_2010-A7
https://www.owasp.org/index.php/Top_10_2010-A8
https://www.owasp.org/index.php/Top_10_2010-A9
https://www.owasp.org/index.php/Top_10_2010-A10

Administret drosi

Spiediens no gala pasutitaja un izstradataja
Standarta produktu jauninajumu uzstadisana

Risket sagraut funkcionalitati vai riskét atstat
caurumu?

Izstradataju noskirsana no ekspluatacijas
vides
Administratora mugurkaula stingrums
Samazina produktivitati (bet ari riskus)



Testet drosibu

Specifiska testésanas joma

Izstradataji un testétaji ar to nenodarbojas
Testésanai ari ir savs risks — nevar iequt 1200%
garantiju, ka nav drosibas problému

Pie nakamas izmainas konfiguracija var atklaties
caurums, kura pirms tam nebija

Tuvu nerealam atklat speciali veidotu caurumu
Pastavigi tiek atklati principiali jauni ievainojamibu
veidi

Pilna pirmkoda drosibas analize — LOTI dargi



Veidot drosu arhitektiru

Lielo organizaciju IS arhitektora ir kluvusi |oti
sarezgita — neviens to kopuma neparzin
Interfeisu daudzums ar citam iestadem ari
nepalidz

Interneta lietojumu ievainojamibas «apiet»
daudzas tradicionalas drosibas kontroles
Masveida notiek palausanas uz to, ka
uzprogrammets ir 2100% drosi



Uzraudzit drosibu

Standarta IDS riki labi strada tikai pret standarta
uzbrukumiem

Prasa lielu laika ieguldijumu caurskatit lielu
auditacijas pierakstu apjomu

Prasa profesionalitati izvertet uzbrukumu
nopietnibu

Bez adekvatiem auditacijas pierakstiem nav
iespéjams veikt analzi pec uzbrukuma

Bet nekas nevar bit sliktak ka konstatet, ka
uzbrucéjs jau pusgadu ir nepamanits



Kopsavilkums

Ja sistémai ir 5 interfeisi un katrs no tiem ir
90% dross, cik drosa ir sistema?

Nevar palauties tikai uz viena veida
aizsardzibu — katrai ir savi trokumi, bet katra
spéle savu nozimigu lomu kopé€ja drosiba
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