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NL NIS implementation approach

National CSIRT: Minister of S&J/NCSC-NL

Single point of contact: Minister of S&J/NCSC

Competent authorities: differs per sector

Thresholds
Determined by sectors
NCSC facilitated the sessions
Confidential

Wgmc (Dutch act on Data processing and
Cybersecurity notification (October 1st 2017)
Formal task of NCSC-NL
Confidentiality (press; regulators; FoIA)
Mandatory incident reporting

Implementation of NIS: Cybersecurity law
Currently working on new version after consultation

Arranges NIS implementation, parts of Wgmc are
incorporated

heid.nl

e Orartssmrtonmnatie

Internatconsuliatie

B o S

Cybersecuntywet

consultate 7] Crbmrascuritywat

L unAITaTin g niie

Dt voorstel voor san CyDarsacuntywst strekt tar tmplamentstie van oe
F00en0emae NIK-CChtiUn van de Eurcpess Uk (HanDon 2016/ 1985,
VANWAQS de ncodel [l SRTentang e GURTAR wordan de Smpaliogern van
00 10UWOTIUOE WL QODEVENIvErWarknd 0 Mmoot Cylursecur ity (Hu nod
PH WIS OO0 BANNAN0O ) G EerEte Kamor) Ovorgeheveld raar de

Pubicatiedutirm
nadatum Corestatin
BEMUS

Tvos consutante
Orgerisats

Gnascwarpen

Publicetin resctses

daze operbasr mogen ziin

Dol van de regeting

10.08-3017
1Sorgor

e

e

Mirnaturie van Velgheid an Justtm
1y

Wetwurkan

Creverainen

Nampun

Brastevalonm

Terronisme

Nusttwms wordun gepubbocenty txsans de 'oop ven de conauiietes. Alesn die
TEACtien WOrden Qecubiceard WRAIVAN 8 BANGAVAn, oor de Inzender, dat

Errptarrmrtiatin van EU-neinn F016/1180, Bla mut nerw de volpeie

Acthes
Nutthcathas ow
Duorsturen
FOF-ccaaman|
AL L

Cmlem rugeM

Toitume

F ek
Lekodem
Guoge+
Tumbie

NL NISD implementation | 5 October 2017




NL NIS implementation approach

. Regulation
Separation CSIRT (help) /supervisor (enforcement)
Confidentiality article

. Sectors
Determined by ministries within the government
Sub-set of critical services relevant for NIS

. Constituents
. Communication
. Limited capacity (or: full agenda’s)

. Internal organisation
. Processes, infrastructure

Draft (2016-2017) Consultation (Susme(r:r?gsgjﬁftmn Council of State Parliament (winter Implementation

(summer 2017) 2017) (autumn 2017) 2017/spring 2018) (May 2018)
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NL NIS implementation difficulties

Vital vs. Essential

. DSPs
Not appointed, Cf. trust services (eIDAS regulation)
Separate CSIRT for DSPs
. Fine
Fines differ a lot in existing regulation
Arranges rest of NIS implementation
. Sectors/Operators of essential services
Determined by ministries
. Sub-set of critical services relevant for NIS
«  Thresholds
Determined by sectors
NCSC facilitated the sessions
Confidential
. Wgmc in effect on October 1st 2017
. Formal task of NCSC-NL
«  Trusted CSIRTs
Appointed by Minister of Security and Justice
Start with limited set, perform legal test for each additional (National) CSIRT

+ Competent authorities (not specified for every sector yet)
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