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RISKU ANALIZES VEIDI

Kvalitativa (augsts videjs zems)

Viegli saprotama un sasniedz mérki noradot uz potenciali
bistamiem apdraudeéjumiem, kas iestajoties, var ietekmet
resursu.

Kvantitativa (cik maksa?)

To labprat akcept€ biznesa cilveki (organizaciju vaditaji) jo ta
lauj novertet cik biznesa cilvékam maksas kontrolu ieviesana
un cik maksas riska iestasanas.



SEKAS

1slaicigs vai 1lgstoSs partraukums biznesa darbiba
klientu neuzticéSanas sist€mai
savlaicigi neatklatas krapnieciskas darbibas

darbinieku neapmierinatiba ar sist€mu un
neefektiva 1izmantoSana

augsts kludu procents datos
imidza zaud€Sana

tirgus dalas zaudeSana
tiesvediba



|S DROSIBAS RISKU VERTESANA

RV — resursa vertiba

|[E — 1estaSanas bieZums laika perioda

IF — ietekmes koeficents, jeb kaitejums (cik stipri tiek
ietekmets resurss)

Risks= (RV*IF) * IE
ieteckme  1esp&jamiba
Svarigi ir pareizi izveleties laika periodu, kura riski tiek
verteti



IETEKMES VERTESANA IZMANTOJOT SKALU
(KAITEJUMS)

1 Neieverojama ietekme
2 Zema letekme

3 Vid¢ja ietekme

4 Teverojama ietekme

5 Katastrofala ietekme



|[ESPEJAMIBAS VERTESANA LAIKA PERIODA

1 Visticamak, ka neiestasies ne reizi

2 Visticamak ka neiestasies biezak ka 1 reizi
3 Visticamak ka i1estasies vismaz vienreiz

4 Notiks biezak ka vienreiz

5 Notiks regulari



JEDZIENU MIJIEDARBIBA

Pretpasakumi

(Kontroles)

F

samazina

Riski

samazina
rada
Trakumi >
r
izmanto
palielina

Apdraudé&jumi

ietekme

L 4

Resursi







PIEMERS

Novert¢jot virusa akt1v1zac1J as 1esp&jamibas risku
uz konkretas informacijas sistémas, pienemsim
tika 1egtita varbutiba 0,3 jeb 30%. Lai aprekinatu
drauda 1etekmi, ta 1r jﬁnovérté jebkada 1zteitksme —
to var novertet nauda. Pienemsim, ka virusa
aktivizacijas gadijuma organizacijas zaudejumi
sastadis $2000. Aprekins ir $ads: 30% no $2000 un
sastada $600. Tas nozime, ka lai mazinatu risku,
maksimala risku mazinoSo pasakumu, tadu ka
ugunsmiura ierikosana un antivirusu uzstadiSanas
maksa, nedrikst parsniegt $600.



Risku novertésana

E —honfidencialitite . P — peejaniba, I — ptegyatite.

Nr. | Apdrand&jums Apraksts Kaitejums |[Varbutiha| Informacijas
pk. sismas isks
KEfP|I
Aparatiira
1. |Ekspluatacijas KlGda aparatiras ekspluatacyd, (44 1 4
ldfida piemEram, dators tiek novietots tun
spEcigarm magnftiska lauka starotFam.
2. |ApkalpoZanas KlGdas aparatiiras apkops, memeranm, X414 1 4
ldfida detalu nomaina netiek weikta ievwErojot
instrakciju (aparatf atwienot no
stravas), k3 rezultats aparatra tiek bojata
3. [Aparatiras Strau pleaugot daty apjomatn, tiek (44 2 8
nepictickama parslogota aparatira un sistEma vairs
velktspEja nespE savlalcigi apkalp ot pieprasiiumus
4. |Bezpartravkuma  |[Traucum sistémad UPS haternqu X414 1 4
harnfanas ik [nolietnfands dE]
(UPSE) datha
trauc el
5. [Aparatiras Klada aparatiras darhihd, t3z 1ekisa (44 1 4
darbibas defelda wai fizisk3d nolietojuina dg]
trauc el
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RISKU VERTESANAS REZULTATI

Pargjie rns I




KONTROLU IZVELE

Vadibai 1r jaakcept€ tie riski, kuriem netiek ieviestas
papildu kontroles. IevieSanas prioritates ir janosaka
atbilstos1 riskiem

IevieSanas izmaksam ir jabtt sam€rojamam ar riska
sekam
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NO PIEREDZES

Riski tiek vairuma saistiti tikai ar tehnologiskiem
aspektiem

Riska ietekme uz organizaciju ir diezgan gruti
kvantific€jama

Risku 1dentifikacija nevélas iesaistities I'T
darbinieki

Viedokli par risku nozimigumu krasi atSkiras
atkariba no ta, kurs to verte.

Jaunas tehnologijas attistas atri un rada jaunus
riskus

Biez1 vien nav pieejami veésturiskie dati, vai
salidzinami dati

13



RISKU ANALIZES METODOLOGIJAS

o FMECA (Failure Modes, Effects and Criticality Analysis)
e MIL-STD (Procedures for Performing a FMECA)
« EMECA.COM

o FEMEA (Failure Mode and Effect Analysis)
» |EC 60812 (FMEA Analysis techniques for system reliability)
»  SAE ARP 5580 (FMEA Practices for Non-Automobile Applications)
o SAE J1739 (Design FMEA, Process FMEA and Machinery FMEA)

o FTA (Fault Tree Analysis)
« |EC 61025 (Fault Tree Analysis)
¢ NUREG-0492 (Fault Tree Handbook)
« NASA (Fault Tree Handbook - Aerospace Applications)

o HAZOP (HAzard and Operability Analysis)
« IEC 61882 (HAZOP Application guide)

CCA (Cause Consequence Analysis)

MORT (Management Oversight Risk Tree)

SMORT (Safety Management Organization Review Technique)
Risk Analysis Bibliographies by Tan Hiap Keong
Security/Survivability Systems Analysis (S/SSA)

CEA - Cost-Effectiveness Analysis in Emergency Medicine, Computer, and more by Zui-Shen Yen , and
Primer on Cost-Effectiveness Analysis: Effective Clinical Practice

o Cost Benefit Analysis ‘
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http://www.analex.com/html/aero_fmeca.html
http://jcs.mil/htdocs/teinfo/software/ms18.html
http://jcs.mil/htdocs/teinfo/software/ms18.html
http://jcs.mil/htdocs/teinfo/software/ms18.html
http://www.fmeca.com/
http://www.fmeainfocentre.com/
http://domino.iec.ch/webstore/webstore.nsf/artnum/031417?opendocument
http://www.sae.org/servlets/productDetail?PROD_TYP=STD&PROD_CD=ARP5580
http://www.sae.org/servlets/productDetail?PROD_TYP=STD&PROD_CD=J1739_200208
http://www.fault-tree.com/
http://domino.iec.ch/webstore/webstore.nsf/artnum/000089?opendocument
http://www.nrc.gov/reading-rm/doc-collections/nuregs/staff/sr0492
http://www.nrc.gov/reading-rm/doc-collections/nuregs/staff/sr0492
http://www.nrc.gov/reading-rm/doc-collections/nuregs/staff/sr0492
http://www.hq.nasa.gov/office/codeq/doctree/fthb.pdf
http://www.pidesign.co.uk/hazop.htm
http://domino.iec.ch/webstore/webstore.nsf/artnum/026991?opendocument
http://home1.pacific.net.sg/~thk/risk.html
http://home1.pacific.net.sg/~thk/risk.html
http://home1.pacific.net.sg/~thk/risk.html
http://home1.pacific.net.sg/~thk/biblio.html
http://home1.pacific.net.sg/~thk/self.html
http://www.nr.no/~abie/Survivability.htm
http://members.fortunecity.com/eric1967/
http://members.fortunecity.com/eric1967/
http://members.fortunecity.com/eric1967/
http://members.fortunecity.com/eric1967/
http://members.fortunecity.com/eric1967/
http://members.fortunecity.com/eric1967/
http://members.fortunecity.com/eric1967/
http://members.fortunecity.com/eric1967/
http://www.acponline.org/journals/ecp/sepoct00/primer.htm
http://www.acponline.org/journals/ecp/sepoct00/primer.htm
http://www.acponline.org/journals/ecp/sepoct00/primer.htm
http://www.solutionmatrix.com/cbgo-a.html

RISKU ANALIZES RIKI

The Australian Standard 4360 Risk management portal

List of Risk Analysis, Assessment and Management Tools

@RiskAccelerator

Risk Analysis and Management System (RAMS)

Toolkit for RAMS from IsographDirect

FIDUCIA - Modelling Risk in Interoperable Public Key Infrastructures

CORA - Cost-of-Risk-Analysis System

BayesEngineTM Technology

Introduction to Security Risk Analysis and the COBRA Approach

Reliability, Availability, Maintainability and Safety Solutions from Reliability Software

eRisk Managemet Model from mi2g

List of Risk Analysis Books from Palisade

Risk Analysis, Monte Carlo Simulation, Forcasting, Optimization - from Crystal Ball

Callio Technologies offers ISO 17799 BS7799 Security Policies Software Tools and Expertise

Tufin SecureTrack - Firewall Policy Auditing, Tracking and Compliance

Proteus Enterprise Integrated Compliance and Information Risk Management Software - From InfoGov
ASSET (Automated Security Self-Evaluation Tool) from NIST

OCTAVE (Operationally Critical Threat, Asset, and Vulnerability Evaluation) from SEI ‘
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http://www.riskmanagement.com.au/
http://www.itaudit.org/forum/riskmanagement/f203rma.htm
http://www.palisade.com/html/riskaccelerator.html
http://www.oasismanagement.com/rams/rams.html
http://www.isographdirect.com/index_rp.htm
http://csrc.lse.ac.uk/projects2.htm
http://csrc.lse.ac.uk/projects2.htm
http://csrc.lse.ac.uk/projects2.htm
http://csrc.lse.ac.uk/projects2.htm
http://www.ist-usa.com/
http://www.ist-usa.com/
http://www.ist-usa.com/
http://www.ist-usa.com/
http://www.ist-usa.com/
http://www.ist-usa.com/
http://www.ist-usa.com/
http://www.ist-usa.com/
http://www.ist-usa.com/
http://www.ist-usa.com/
http://www.bayes.com/bayes_engine_technology.htm
http://www.securitypolicy.co.uk/riskanalysis/index.htm
http://www.reliability-safety-software.com/
http://www.mi2g.com/cgi/mi2g/drm_2.php
http://www.palisade.com/html/books/risk_analysis.html
http://www.decisioneering.com/index.html
http://www.decisioneering.com/index.html
http://www.decisioneering.com/index.html
http://www.decisioneering.com/index.html
http://www.callio.com/
http://www.tufin.com/
http://www.tufin.com/
http://www.tufin.com/
http://www.tufin.com/
http://www.infogov.co.uk/
http://www.infogov.co.uk/
http://www.infogov.co.uk/
http://www.infogov.co.uk/
http://csrc.nist.gov/asset/
http://csrc.nist.gov/asset/
http://csrc.nist.gov/asset/
http://www.sei.cmu.edu/publications/documents/99.reports/99tr017/99tr017abstract.html
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