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*Riski misdienu tehnologijas
Nedaudz par datorvirusiem
*Reala uzbrukuma anatomija
*DOS/DDOS tendences

°Isi par botnetiem

*Dazas noderigas lapas
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*Neviens droSibas tehniskais risinajums nav 100% dross!

\F T CAN JUST OVERCLOCK THE UNIX
DIANGO, T CAN BASIC THE DDOS

ROOT. DAMN. NO DICE. BUT WAIT., \¢ I
DISENCRYPT THEWR WILOBYTES WITH A

BRCKDOOR HANDAHAKE
WEN... JACKPOT.

H|, THIS \§ ROBERT

WACLKERMBN, T'M THE

COUNTY PRSIWORD
\NSPECTOR.
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Interneta parliks = pilnvértigs dators

* Veiksmigs uzbrukums parlikam — pilniga kontrole par
lietotaja datiem

*Dazadas ierices — viena ievainojamiba
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*Veiktspéja >ka 5 gadus vecam serverim

*Vienmér — pievienots internetam

Parasti — ar novecojusam, nelabotam programmam
*Dazreiz — ar parak lielam lietotaja pilnvaram veikt taja
Izmainas
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«2009 — Vairak ka 300 dokumentu par TWITTER biznesa planiem tika
nozagti no Google Apps. lemesls — vaja parole.

«2010 — lzveidota programma WiFi parolu uzlauzSanai izmantojot
Amazon E2 Cloud

«2011 — Amazon E2 Cloud tiek izmantot uzbrukuma Sony PSN

«2011 — Dropbox klidas péc uz vairakam stundam atsledz autentifikacijas
parbaudi. lespéjams lejupladét jebkuru failu.
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* Efektivitate pret jauniem virusiem - 10-20%
* Nav laicigi atjaunotas

* Traucé un bremzé ikdienas darbus

« Nerea@é uz aréjo “spiegosanas” aparatiru
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A SHA256: b0c4b0379402045512a9b
2 0 0

Dataction

File name: x.docx
1 e Detection ratio: 0/42

= | = Analysis date:  2012-04-11 11:41:05 UTC
ccccc | Programmésanas laiks < 30 mindtes
| o *Profesionali kaitiga koda veidotaji

- f izmanto automatizétus rikus sava

| koda slépsanai

| o *“Svaiga” datorvirusa variacija katru
- = dient
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. Antivirusu programma = pédgjais datora

aizsardzibas limenis

. Atvieglojiet ta darbu ar visparéju datortikla

drosibas uzstadijumu sakartosanul!

. lzmantojiet operétajsistémas iespéjas

lerobezot nezinamu programmu izpildi
Atsledziet automatisku programmu izpildi no

nonemamijiem datu neségjiem

. lzmantojiet centralizétu antivirusu vadibu
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1. Laundabigu kodu saturosas interneta vietnes
v'lzveidotas apzinati
v Apmeklétaji tiek pievilinati caur SEO
v'Saites forumos, komentaros, Twitter
2. Uzlauztas labdabigas interneta vietnes
v SQL injekcijas
v'"Novecojusas satura vadibas sistémas

v'KlGdas lapas koda
v'Klddas reklamas plismu sistémas

3. Nonemamie datu neséji:
v'USB zibatmina
v'Nezinams izcelmes CD
v'Navigacijas iekartas (TomTom, Garmin utt.)
v'Citas iekartas ar iebtvétu datu kratuvi — GSM modémi,
mobilie telefoni, mizikas atskanotaji
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4. E-pasta sanemti dokumenti un saites
5. Tikla iekartas
6. Biroja tehnika

v'Printeri — satur operétajsistéemu Windows 2000 vai Linux
specialas versijas

v“Smart TV” — gandriz pilnvértigs dators ar Linux OS
v'Dazadas specializétas mériekartas, medicinas aparatira
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Reala uzbrukuma anatomija

SQL inject
XSS
Path traversal

Nesankcionéta informacijas izgtusana ] Misconfiguration
File inclusion/upload

Code/command execution
Radivets Timekla lapa J
CSRF :

Dezinformaciia |- ionata i & - - Layer4 - TCP/UDP
: f:zm .onruac]]a {Resursa nesankcionéta |zmantosana]/ \[DOS/DDOS (Servisa atteices uzbrukums) ] yer !{
Uzbrukums citam sistémam Layer7

Q
.
Cad -

—_—

*

“ PHP/ASP[Ruby/Python/etc.
k)
| mysaumMssaL/oracesetc.

HTTP/HTTPS
: DNS
i) 7
sip
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*Nozagt informaciju

*Padarit nepieejamu meéerka lapu
*Radit neslavu

Santazét



1. Faze - uzbrukumi tieSsaistes lapam

Satura redigéSanas sistéma pieejama no
jebkuras IP adreses

«Administratora parole, lietotajvards
konfiguracijas failos/datu bazé atklata teksta
*Nesekmigo autentifikacijas méginajumu
zurnalésana datu bazes tabula
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Uzbrucéja metode = SQL injekcija

-Kada parametra ievades dati netiek pienacigi
parbauditi

*Nesekmigo autentifikacijas méginajumu
zurnals nonak uzbrucéja riciba

*Ar SQL injekciju starpniecibu ir izglstami art
citi dati, taCu sakotnéji tas uzbrucéjam nav
nepieciesams

CERT.LV
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2. Faze — deface

* Péc droSibas ielapu ievieSanas
uzbrucéjs jebkuram metodém censas
padarit web projektu nepieejamu

e dusmu izpausme?

« demonstracija?

* meérkis?



. Faze — DOS

Slowloris/RSnake HTTP GET DOS

HTTP range header DOS CVE-2011-3192
GET DDOS izmantojot botnet

Uzbrukumi pakalpojumu sniedzé&jam

SQL BENCHMARK + MD5 parslodzes
radisanai

Uzbrukumi citiem web projektiem/serveriem
upura tikla ar meérki realizét uzbrukumu
pakalpojuma sniedzé&ja resursiem no iekSienes
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* Nelikumigi ieguta informacija parasti tiek
publicéta arvalstu bezmaksas resursos
 Darbibas tiek veiktas no “anonimiem” proxy
servisu tikliem, publiskiem WiFi tikliem vai
uzlauztam sistémam

* Botnet lietoSanai jabat labai motivacijai un/vai
[idzekliem

—Uzbrukums vienai web lapai “izgaismo” botnet
IP adreses

—Vai tas ir ta vérts?

CERT.LV
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*Tiek lietoti redirect servisi - bit.ly,

tinyurl.com, tiny9.com, etc.

« Saites tiek noformétas ka uzbrukums vai
identiskas pieprasijumiem, ko veicis uzbrucégjs

» Publicétas dazados publiskos resursos ka
saites uz bildi vai citu saturu, kas tiek

automatiski pieprasits atverot lapu
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Nozieguma pédu slépsana

<img src="http://tinyurl.com/abcdf'
style='width:16px;
height:16px;' alt="[Face] ' />

admin &2p said 4 days, 19 hours ago: +15 |21 (%

This user has very good karma, and this is a good post

26p 4

this user has good karma, but this is a poar post

memberd 3p said 4 days, 17 hours ago: +3

(=
[

This person Is just starting out. This postis OK.

dwenaus 173p| said 4 days, 17 hours aga: +1 |21 (%
This user has amazing karma, and this post is very very good.
62p
Click to show this hidden post
derykw 25p said 4 days, 17 hours ago: 2%

this user has good karma, this post is un-rated. (The post above is so poor that it has been hidden.)

Edit | Delete | #

m

dit | Delete | #

4
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Nozieguma pédu slépsana

‘ http://non.sense.x/f.php?id=-1+union+select+user,1,password,+from+admins ’

L -

- I T
Rezultata par uzbrucéju Sgauiis
klGst katrs CSRF timekla * w—_:\\\,,-:"‘:"’,' T
lapas apmeklétajs, web T~V aramiin ,///
meklé&taji, Bea™
http://tinyurl.com/abcdf ~ X
s '_'/I ‘HII\\\\\\\\ %
=
i .('[llli- o AL
http://non.sense.x/f.php?id=- =

1+union+select+user,1,password,+from+admins

A 4
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P ) — 5 DCP /UDP

Pagatne
L DOS/DDOS (Servisa atteices uzbrukums)
The OSI Layer Model A -aAYER ’ Nakotne!!
oSl TCP/IP 5 e
Layer 7 Application E e, HTTP/HTTPS
Application Talnet, ETR, NFS, NIS s
Layer 6 Session | Application |-
Presenlation e.g. RPC
Sy Transport :
Eemd] SockefsStreams - TLI :
T",:.’:p:n TGP ubr [L_x_ﬂ PHP/ASP/Ruby/Python/etc.
Layer 3 Network \ SYer J [ MySQL/MSSQL/Oraclefetc.
Network 1P+ ARP/RARE/ICKMP
Layer 2 Physical Protocal
Data Link Ethemet TR/FDDIFPP
Layer 1 Transmission medium
Physical Coax, Fiber, 10baseT.,
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Layer 7?7 = Application layer DOS

*Slowloris/RSnake HTTP GET DOS
*HTTP range header DOS CVE-2011-3192
GET DDOS izmantojot botnet
*SIP/HTTP/HTTPS/DNS
*ASP/PHP/Ruby/Python...
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*Botnet = standarta lietotaja majas/ofisa dators +
uzlauztie serveri

Lietotaja datori visbiezak tiek inficeti apmeklgjot kaitigu
kodu saturosas majas lapas

*Tiek izmantotas internet parlikprogrammu un to
papildinajumu ievainojamibas

«Skaits nepartraukti svarstas

*Tiek izmantoti application layer uzbrukumiem citam
sistémam, méstulu izsttiSanai

*Var vakt dazadus lietotaja datus
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*Windows lietotaju ir vairak, tacu maldigs ir uzskats, ka
UNIX/Mac OS masSinas ir pasargatas

CERT.LV pétits botnet

« 38 :Darwin

« 161 :FreeBSD
378 :Linux

. 3 :5SunOS

Neviena Windows masina!
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Dazas noderigas adreses

Failu antivirusu parbaude-

http://www.virustotal.com/

Parlikprogrammas drosibas parbaude -
https://browsercheck.qualys.com/

Kaspersku Virus Removal- hitp://devbuilds.kaspersky-
labs.com/devbuilds/AVPTool/

Bitdefender Rescue CD-
http://kb.bitdefender.com/site/article/650/
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Gints Malkalnietis

E-pasts: gints@cert.lv

Timek|a vietne: http://www.cert.lv

Portala Esi dross timekla vietne: http://www.esidross.Ilv
CERT.LV Twitter vietne: http://twitter.com/certlv



